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QUESTION 1

Which of the following is a fundamental component of an audit record? 

A. Date and time of the event 

B. Failure of the event 

C. Originating IP-Address 

D. Authentication type 

Correct Answer: A 

 

QUESTION 2

Which of the following is MOST useful when developing a business case for security initiatives? 

A. Budget forecasts 

B. Request for proposals 

C. Cost/benefit analysis 

D. Vendor management 

Correct Answer: C 

 

QUESTION 3

Which of the following represents the BEST reason for an organization to use the Control Objectives for Information and
Related Technology (COBIT) as an Information Technology (IT) framework? 

A. It allows executives to more effectively monitor IT implementation costs 

B. Implementation of it eases an organization\\'s auditing and compliance burden 

C. Information Security (IS) procedures often require augmentation with other standards 

D. It provides for a consistent and repeatable staffing model for technology organizations 

Correct Answer: B 

 

QUESTION 4

Scenario: As you begin to develop the program for your organization, you assess the corporate culture and determine
that there is a pervasive opinion that the security program only slows things down and limits the performance of the "real
workers." 
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Which group of people should be consulted when developing your security program? 

A. Peers 

B. End Users 

C. Executive Management 

D. All of the above 

Correct Answer: D 

 

QUESTION 5

Scenario: Most industries require compliance with multiple government regulations and/or industry standards to meet
data protection and privacy mandates. 

When multiple regulations or standards apply to your industry you should set controls to meet the: 

A. Easiest regulation or standard to implement 

B. Stricter regulation or standard 

C. Most complex standard to implement 

D. Recommendations of your Legal Staff 

Correct Answer: C 
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