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QUESTION 1

Regulatory requirements typically force organizations to implement
A. Mandatory controls

B. Discretionary controls

C. Optional controls

D. Financial controls

Correct Answer: A

QUESTION 2

Which of the following most commonly falls within the scope of an information security governance steering committee?
A. Approving access to critical financial systems

B. Developing content for security awareness programs

C. Interviewing candidates for information security specialist positions

D. Vetting information security policies

Correct Answer: D

QUESTION 3

A CISO decides to analyze the IT infrastructure to ensure security solutions adhere to the concepts of how hardware
and software is implemented and managed within the organization.

Which of the following principles does this best demonstrate?

A. Effective use of existing technologies

B. Create a comprehensive security awareness program and provide success metrics to business units
C. Proper budget management

D. Leveraging existing implementations

Correct Answer: B

QUESTION 4

Which of the following functions MUST your Information Security Governance program include for formal organizational
reporting?
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A. Audit and Legal

B. Budget and Compliance

C. Human Resources and Budget
D. Legal and Human Resources

Correct Answer: A

QUESTION 5

Knowing the potential financial loss an organization is willing to suffer if a system fails is a determination of which of the
following?

A. Cost benefit

B. Risk appetite

C. Business continuity
D. Likelihood of impact

Correct Answer: B
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