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QUESTION 1

Which of the following is MOST likely to be discretionary? 

A. Policies 

B. Procedures 

C. Guidelines 

D. Standards 

Correct Answer: C 

 

QUESTION 2

An organization has implemented a change management process for all changes to the IT production environment. This
change management process follows best practices and is expected to help stabilize the availability and integrity of the
organization\\'s IT environment. Which of the following can be used to measure the effectiveness of this newly
implemented process: 

A. Number of change orders rejected 

B. Number and length of planned outages 

C. Number of unplanned outages 

D. Number of change orders processed 

Correct Answer: C 

 

QUESTION 3

Creating a secondary authentication process for network access would be an example of? 

A. Nonlinearities in physical security performance metrics 

B. Defense in depth cost enumerated costs 

C. System hardening and patching requirements 

D. Anti-virus for mobile devices 

Correct Answer: A 

 

QUESTION 4

Network Forensics is the prerequisite for any successful legal action after attacks on your Enterprise Network. Which is
the single most important factor to introducing digital evidence into a court of law? 
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A. Comprehensive Log-Files from all servers and network devices affected during the attack 

B. Fully trained network forensic experts to analyze all data right after the attack 

C. Uninterrupted Chain of Custody 

D. Expert forensics witness 

Correct Answer: C 

 

QUESTION 5

Which of the following represents the BEST reason for an organization to use the Control Objectives for Information and
Related Technology (COBIT) as an Information Technology (IT) framework? 

A. It allows executives to more effectively monitor IT implementation costs 

B. Implementation of it eases an organization\\'s auditing and compliance burden 

C. Information Security (IS) procedures often require augmentation with other standards 

D. It provides for a consistent and repeatable staffing model for technology organizations 

Correct Answer: B 
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