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QUESTION 1

Which of the following activities must be completed BEFORE you can calculate risk? 

A. Determining the likelihood that vulnerable systems will be attacked by specific threats 

B. Calculating the risks to which assets are exposed in their current setting 

C. Assigning a value to each information asset 

D. Assessing the relative risk facing the organization\\'s information assets 

Correct Answer: C 

 

QUESTION 2

When entering into a third party vendor agreement for security services, at what point in the process is it BEST to
understand and validate the security posture and compliance level of the vendor? 

A. At the time the security services are being performed and the vendor needs access to the network 

B. Once the agreement has been signed and the security vendor states that they will need access to the network 

C. Once the vendor is on premise and before they perform security services 

D. Prior to signing the agreement and before any security services are being performed 

Correct Answer: D 

 

QUESTION 3

Your company has a "no right to privacy" notice on all logon screens for your information systems and users sign an
Acceptable Use Policy informing them of this condition. A peer group member and friend comes to you and requests
access to one of her employee\\'s email account. What should you do? (choose the BEST answer): 

A. Grant her access, the employee has been adequately warned through the AUP. 

B. Assist her with the request, but only after her supervisor signs off on the action. 

C. Reset the employee\\'s password and give it to the supervisor. 

D. Deny the request citing national privacy laws. 

Correct Answer: B 

 

QUESTION 4

The Annualized Loss Expectancy (Before) minus Annualized Loss Expectancy (After) minus Annual Safeguard Cost is
the formula for determining: 
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A. Safeguard Value 

B. Cost Benefit Analysis 

C. Single Loss Expectancy 

D. Life Cycle Loss Expectancy 

Correct Answer: B 

 

QUESTION 5

To get an Information Security project back on schedule, which of the following will provide the MOST help? 

A. Upper management support 

B. More frequent project milestone meetings 

C. Stakeholder support 

D. Extend work hours 

Correct Answer: A 
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