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QUESTION 1

Correlation policy rules allow you to construct criteria for alerting on very specific conditions. Which option is an example
of such a rule?

A. testing password strength when accessing an application
B. limiting general user access to administrative file shares
C. enforcing two-factor authentication for access to critical servers

D. issuing an alert if a noncompliant operating system is detected or if a host operating system changes to a
noncompliant operating system when it was previously profiled as a compliant one

Correct Answer: D

QUESTION 2

How do you configure URL filtering?

A. Add blocked URLSs to the global blacklist.

B. Create a Security Intelligence object that contains the blocked URLs and add the object to the access control policy.

C. Create an access control rule and, on the URLSs tab, select the URLs or URL categories that are to be blocked or
allowed.

D. Create a variable.

Correct Answer: C

QUESTION 3

Which feature of the preprocessor configuration pages lets you quickly jump to a list of the rules associated with the
preprocessor that you are configuring?

A. the rule group accordion

B. a filter bar

C. alink below the preprocessor heading

D. a button next to each preprocessor option that has a corresponding rule

Correct Answer: C

QUESTION 4

Which option is true when configuring an access control rule?
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A. You can use geolocation criteria to specify source IP addresses by country and continent, as well as destination IP
addresses by country and continent.

B. You can use geolocation criteria to specify destination IP addresses by country but not source IP addresses.
C. You can use geolocation criteria to specify source and destination IP addresses by country but not by continent.
D. You can use geolocation criteria to specify source and destination IP addresses by continent but not by country.

Correct Answer: A

QUESTION 5

Which list identifies the possible types of alerts that the Sourcefire System can generate as notification of events or
policy violations?

A. logging to database, SMS, SMTP, and SNMP
B. logging to database, SMTP, SNMP, and PCAP
C. logging to database, SNMP, syslog, and email
D. logging to database, PCAP, SMS, and SNMP

Correct Answer: C
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