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QUESTION 1

Consider the process that begins with file retrospection, continues to interrogate the file and update its disposition over
time, then records the pathway that the software and files take from device to device. 

This process is an example of which Cisco AMP feature? 

A. file reputation 

B. attack chain weaving 

C. breach hunting 

D. file sandboxing 

E. machine learning 

Correct Answer: B 

 

 

QUESTION 2

Which Cisco ASA Next-Generation Firewall service restricts websites and web application usage based on the
reputation of the site? 

A. Cisco Web Security Appliance 

B. Cisco Web Security Essentials 

C. Intelligent Detection 

D. Authorized Access 

E. SSL Decryption 

Correct Answer: B 

 

QUESTION 3

On average, how many pieces of new malware are created every second? 

A. one 

B. four 

C. 20 

D. 100 

Correct Answer: B 
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QUESTION 4

Which Cisco security technology delivers the best real-time threat intelligence? 

A. Cisco ASA Next-Generation Firewall 

B. Cisco Identity Services Engine 

C. Cisco Security Manager 

D. Cisco Security Intelligence Operations 

E. Cisco TrustSec 

Correct Answer: D 

 

QUESTION 5

Which two features of Cisco AnyConnect contribute to secure remote access? (Choose two.) 

A. guest access management 

B. superior clientless network access 

C. accelerated security options 

D. compliance and tracking 

E. context-aware access 

F. extensive BYOD support 

G. centralized management 

Correct Answer: BF 
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