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QUESTION 1

An inside client on the 10.0.0.0/8 network connects to an outside server on the 172.16.0.0/16 network using TCP and
the server port of 2001. The inside client negotiates a client port in the range between UDP ports 5000 to 5500. The
outside server then can start sending UDP data to the inside client on the negotiated port within the specified UDP port
range. Which two options show the required Cisco ASA command(s) to allow this scenario? (Choose two.) 

A. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001 access-group INSIDE in
interface inside 

B. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001 access-list INSIDE line 2
permit udp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq established access-group INSIDE in interface inside 

C. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0 access-list OUTSIDE line 2
permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq 5000-5500 access-group OUTSIDE in interface outside 

D. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0 access-list OUTSIDE line 2
permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq established access-group OUTSIDE in interface outside 

E. established tcp 2001 permit udp 5000-5500 

F. established tcp 2001 permit from udp 5000-5500 

G. established tcp 2001 permit to udp 5000-5500 

Correct Answer: AG 

 

QUESTION 2

Refer to the exhibit. 
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After a remote user established a Cisco AnyConnect session from a wireless card through the Cisco ASA appliance of a
partner to a remote server, the user opened the Cisco AnyConnect VPN Client Statistics Details screen. What are the
two sources of the IP addresses that are marked A and B? (Choose two.) 

A. IP address that is assigned to the wireless Ethernet adapter of the remote user 

B. IP address that is assigned to the remote user from the Cisco ASA address pool 

C. IP address of the Cisco ASA physical interface of the partner 

D. IP address of the Cisco ASA virtual HTTP server of the partner 

E. IP address of the default gateway router of the remote user 

F. IP address of the default gateway router of the partner 

Correct Answer: BC 

 

QUESTION 3

A file-type embedded attack is an example of which IoC event category? 

A. security intelligence 
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B. IPS 

C. malware 

D. firewall 

Correct Answer: C 

 

QUESTION 4

Which two settings are configurable as part of a health policy? (Choose two.) 

A. time-synchronization status 

B. user access 

C. intrusion policy preferences 

D. database status 

E. advanced malware protection 

Correct Answer: AE 

 

QUESTION 5

You are configuring bookmarks for the clientless SSL VPN portal without the use of plug-ins. Which three bookmark
types are supported? (Choose three.) 

A. RDP 

B. HTTP 

C. FTP 

D. CIFS 

E. SSH 

F. Telnet 

Correct Answer: BCD 
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