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QUESTION 1

In one custom dynamic application, the inside client connects to an outside server using TCP port 4444 and negotiates
return client traffic in the port range of 5000 to 5500. The server then starts streaming UDP data to the client on the
negotiated port in the specified range. Which Cisco ASA feature or command supports this custom dynamic
application?

A. TCP normalizer

B. TCP intercept

C. ip verify command

D. established command

E. tcp-map and tcp-options commands

F. set connection advanced-options command

Correct Answer: D

QUESTION 2
Which statement describes what happens during a file-disposition check for malware?

A. The managed device extracts the pieces of file from the data stream, calculates a hash on each piece, and forwards
each piece to the cloud for checking. If all pieces are clean, the original file is forwarded to the destination.

B. The managed device extracts all pieces of a file before calculating a hash on the complete file. Each piece is
forwarded to the destination with the final piece being released if the entire file is deemed clean.

C. The managed device extracts all pieces of a file before calculating a hash on the complete file. If the entire file is
deemed clean, it is forwarded to the destination.

D. The managed device extracts the pieces of file from the data stream, calculates a hash on each piece, and forwards
each piece to the cloud for checking. All pieces are also forwarded to the destination with the last piece being forwarded
if it is deemed clean.

Correct Answer: B

QUESTION 3

Drag the correct three access list entries (from the left) and drop them (on the right) in order that is used when the
interface ACL and global ACL are configured. Not all access list entries are required.

Select and Place:
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QUESTION 4

What are two benefits that are provided by file trajectory services? (Choose two.)
A. identifies malware point of entry

B. highlights attack-propagation paths

C. provides endpoint operating system patches

D. publishes malware gateways on a blacklist

E. pushes personal firewall updates to endpoints

Correct Answer: AB

QUESTION 5

An SFR module has been installed in the adaptive security appliance. Which command must be executed on the
module to establish connectivity to FireSIGHT Management Center?

A. system install manager
B. config manager fmc host
C. config manager add

D. system manager fmc

Correct Answer: B
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