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QUESTION 1

Which two settings are configurable as part of a health policy? (Choose two.) 

A. time-synchronization status 

B. user access 

C. intrusion policy preferences 

D. database status 

E. advanced malware protection 

Correct Answer: AE 

 

QUESTION 2

Which option best describes the role of an IoC? 

A. tags on a host that indicate that an infection event has occurred 

B. statically assigned target values on a host 

C. a flag that indicates that a host operating system needs patching 

D. an impact flag of an infection event 

Correct Answer: A 

 

QUESTION 3

Which access policy action should be applied if traffic is to pass without applying any additional inspection? 

A. trust 

B. allow 

C. permit 

D. monitor 

Correct Answer: A 

 

QUESTION 4

In which two ways is the Cisco ASA CWS subscription licensed? (Choose two.) 

A. term only 
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B. term and seat 

C. term and application 

D. term and session 

E. free with purchase of WSE 5-year term subscription license 

Correct Answer: AB 

 

QUESTION 5

An inside client on the 10.0.0.0/8 network connects to an outside server on the 172.16.0.0/16 network using TCP and
the server port of 2001. The inside client negotiates a client port in the range between UDP ports 5000 to 5500. The
outside server then can start sending UDP data to the inside client on the negotiated port within the specified UDP port
range. Which two options show the required Cisco ASA command(s) to allow this scenario? (Choose two.) 

A. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001 access-group INSIDE in
interface inside 

B. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001 access-list INSIDE line 2
permit udp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq established access-group INSIDE in interface inside 

C. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0 access-list OUTSIDE line 2
permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq 5000-5500 access-group OUTSIDE in interface outside 

D. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0 access-list OUTSIDE line 2
permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq established access-group OUTSIDE in interface outside 

E. established tcp 2001 permit udp 5000-5500 

F. established tcp 2001 permit from udp 5000-5500 

G. established tcp 2001 permit to udp 5000-5500 

Correct Answer: AG 
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