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QUESTION 1

When establishing a Cisco AnyConnect SSL VPN tunnel, a system administrator wants to restrict remote home office
users to either print to their local printer or send the remaining traffic down the Cisco AnyConnect SSL VPN tunnel (with
restricted Internet access). Choose both a tunnel policy option and an ACL type to accomplish this design goal. (Choose
two.) 

A. tunnel all networks 

B. tunnel network list below 

C. exclude network list from the tunnel 

D. standard ACL 

E. web ACL 

F. extended ACL 

Correct Answer: CD 

 

QUESTION 2

Refer to the exhibit. 

Which traffic is permitted on the inside interface without any interface ACLs configured? 

A. any IP traffic input to the inside interface 

B. any IP traffic input to the inside interface destined to any lower security level interfaces 

C. only HTTP traffic input to the inside interface 

D. only HTTP traffic output from the inside interface 

E. No input traffic is permitted on the inside interface. 

F. No output traffic is permitted on the inside interface. 
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Correct Answer: C 

 

QUESTION 3

Which Cisco ASA NGFW license is needed to allow a high-school security administration to implement policy to allow
student access to high-reputation sites only? 

A. AVC 

B. Botnet Traffic Filtering 

C. WSE 

D. IPS for NGFW 

E. AnyConnect Premium 

Correct Answer: C 

 

QUESTION 4

Which statement best describes application recognition on the Cisco ASA NGFW? 

A. Application recognition is based only on signatures that are constantly updated, which are usually released at a
monthly cadence. 

B. Application recognition is based on signatures, heuristics, and content scanning, which removes the need to tie
applications to ports. 

C. Application recognition is based on custom signatures based on URL, FQDN, user agent strings in the HTTP stream,
and IP addresses and ports. 

D. Application recognition is based on PRSM that supports quick filtering capabilities to search for a particular
application. 

Correct Answer: B 

 

QUESTION 5

When preconfiguring a Cisco AnyConnect profile for the user group, which file is output by the Cisco AnyConnect profile
editor? 

A. user.ini 

B. user.html 

C. user.pcf 

D. user.xml 

Correct Answer: D 
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