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QUESTION 1

A framework is a fundamental structure used to support and resolve complex issues. The framework that delivers an
efficient set of technologies in order to develop applications which are more secure in using Internet and Intranet is: 

A. Microsoft Internet Security Framework 

B. Information System Security Assessment Framework (ISSAF) 

C. Bell Labs Network Security Framework 

D. The IBM Security Framework 

Correct Answer: A 

 

QUESTION 2

John, the penetration tester in a pen test firm, was asked to find whether NTP services are opened on the target
network (10.0.0.7) using Nmap tool. 
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Which one of the following Nmap commands will he use to find it? 

A. nmap -sU p 389 10.0.0.7 

B. nmap -sU p 123 10.0.0.7 

C. nmap -sU p 161 10.0.0.7 

D. nmap -sU p 135 10.0.0.7 

Correct Answer: B 

 

QUESTION 3

Information gathering is performed to: 

i) Collect basic information about the target company and its network ii) Determine the operating system 
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used, platforms running, web server versions, etc. 

iii) Find vulnerabilities and exploits 

Which of the following pen testing tests yields information about a company\\'s technology infrastructure? 

A. Searching for web page posting patterns 

B. Analyzing the link popularity of the company\\'s website 

C. Searching for trade association directories 

D. Searching for a company\\'s job postings 

Correct Answer: A 

 

QUESTION 4

Which of the following is NOT related to the Internal Security Assessment penetration testing strategy? 

A. Testing to provide a more complete view of site security 

B. Testing focused on the servers, infrastructure, and the underlying software, including the target 

C. Testing including tiers and DMZs within the environment, the corporate network, or partner company connections 

D. Testing performed from a number of network access points representing each logical and physical segment 

Correct Answer: D 

 

QUESTION 5

Which of the following are the default ports used by NetBIOS service? 
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A. 135, 136, 139, 445 

B. 134, 135, 136, 137 

C. 137, 138, 139, 140 

D. 133, 134, 139, 142 

Correct Answer: A 
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