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QUESTION 1

Amazon Consulting Corporation provides penetration testing and managed security services to
companies. Legality and regulatory compliance is one of the important components in conducting a
successful security audit.

Before starting a test, one of the agreements both the parties need to sign relates to limitations,

constraints, liabilities, code of conduct, and indemnification considerations between the parties.
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Which agreement requires a signature from both the parties (the penetration tester and the company)?
A. Non-disclosure agreement

B. Client fees agreement

C. Rules of engagement agreement

D. Confidentiality agreement

Correct Answer: D

QUESTION 2

A penetration test consists of three phases: pre-attack phase, attack phase, and post-attack phase.
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Active reconnaissance which includes activities such as network mapping, web profiling, and perimeter mapping is a
part which phase(s)?

A. Post-attack phase

B. Pre-attack phase and attack phase
C. Attack phase

D. Pre-attack phase

Correct Answer: D

QUESTION 3

In a TCP packet filtering firewall, traffic is filtered based on specified session rules, such as when a session is initiated
by a recognized computer.
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5 Application

4 TCP

3 Internet Protocol (IP)

2 Data Link

1 Physical

Identify the level up to which the unknown traffic is allowed into the network stack.
A. Level 5 Application

B. Level 2 Data Link

C.Level 4 TCP

D. Level 3 Internet Protocol (IP)

Correct Answer: D

QUESTION 4

A wireless intrusion detection system (WIDS) monitors the radio spectrum for the presence of unauthorized, rogue
access points and the use of wireless attack tools. The system monitors the radio spectrum used by wireless LANs, and
immediately alerts a systems administrator whenever a rogue access point is detected. Conventionally it is achieved by
comparing the MAC address of the participating wireless devices.

Which of the following attacks can be detected with the help of wireless intrusion detection system (WIDS)?
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A. Social engineering

B. SQL injection

C. Parameter tampering

D. Man-in-the-middle attack

Correct Answer: D

QUESTION 5

Identify the attack represented in the diagram below:
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: POST account.php

FTP Server

A. Input Validation

B. Session Hijacking
C. SQL Injection
D. Denial-of-Service

Correct Answer: B
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