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QUESTION 1

In the example of a /etc/passwd file below, what does the bold letter string indicate? nomad:HrLNrZ3VS3TF2:501:100:
Simple Nomad:/home/nomad:/bin/bash 

A. Maximum number of days the password is valid 

B. Group number 

C. GECOS information 

D. User number 

Correct Answer: D 

 

QUESTION 2

What sort of vulnerability assessment approach starts by building an inventory of protocols found on the machine? 

A. Inference-based Assessment 

B. Service-based Assessment Solutions 

C. Product-based Assessment Solutions 

D. Tree-based Assessment 

Correct Answer: A 

 

QUESTION 3

Which of the following external pen testing tests reveals information on price, usernames and passwords, sessions,
URL characters, special instructors, encryption used, and web page behaviors? 
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A. Check for Directory Consistency and Page Naming Syntax of the Web Pages 

B. Examine Server Side Includes (SSI) 

C. Examine Hidden Fields 

D. Examine E-commerce and Payment Gateways Handled by the Web Server 

Correct Answer: C 

 

QUESTION 4

A man enters a PIN number at an ATM machine, being unaware that the person next to him was watching. Which of the
following social engineering techniques refers to this type of information theft? 

A. Shoulder surfing 

B. Phishing 

C. Insider Accomplice 
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D. Vishing 

Correct Answer: A 

 

QUESTION 5

You work as an IT security auditor hired by a law firm in Boston. You have been assigned the responsibility to audit the
client for security risks. When assessing the risk to the clients network, what step should you take first? 

A. Analyzing, categorizing and prioritizing resources 

B. Evaluating the existing perimeter and internal security 

C. Checking for a written security policy 

D. Analyzing the use of existing management and control architecture 

Correct Answer: C 
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