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QUESTION 1

TCP/IP model is a framework for the Internet Protocol suite of computer network protocols that defines the
communication in an IP-based network. It provides end-to-end connectivity specifying how data should be formatted,
addressed, transmitted, routed and received at the destination. This functionality has been organized into four
abstraction layers which are used to sort all related protocols according to the scope of networking involved. 

Which of the following TCP/IP layers selects the best path through the network for packets to travel? 

A. Transport layer 

B. Network Access layer 

C. Internet layer 

D. Application layer 

Correct Answer: B 

 

QUESTION 2

One needs to run "Scan Server Configuration" tool to allow a remote connection to Nessus from the remote Nessus
clients. This tool allows the port and bound interface of the Nessus daemon to be configured. By default, the Nessus
daemon listens to connections on which one of the following? 

A. Localhost (127.0.0.1) and port 1241 

B. Localhost (127.0.0.1) and port 1240 

C. Localhost (127.0.0.1) and port 1246 

D. Localhost (127.0.0.0) and port 1243 

Correct Answer: A 
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QUESTION 3

Transmission control protocol accepts data from a data stream, divides it into chunks, and adds a TCP header creating
a TCP segment. The TCP header is the first 24 bytes of a TCP segment that contains the parameters and state of an
endto-end TCP socket. It is used to track the state of communication between two TCP endpoints. For a connection to
be established or initialized, the two hosts must synchronize. The synchronization requires each side to send its own
initial sequence number and to receive a confirmation of exchange in an acknowledgment (ACK) from the other side
The below diagram shows the TCP Header format: 

How many bits is a acknowledgement number? 

A. 16 bits 

B. 32 bits 

C. 8 bits 

D. 24 bits 

Correct Answer: B 

 

QUESTION 4

In the context of penetration testing, what does blue teaming mean? 
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A. A penetration test performed with the knowledge and consent of the organization\\'s IT staff 

B. It is the most expensive and most widely used 

C. It may be conducted with or without warning 

D. A penetration test performed without the knowledge of the organization\\'s IT staff but with permission from upper
management 

Correct Answer: A 

 

QUESTION 5

A firewall\\'s decision to forward or reject traffic in network filtering is dependent upon which of the following? 

A. Destination address 

B. Port numbers 

C. Source address 

D. Protocol used 

Correct Answer: D 
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