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QUESTION 1

What threat categories should you use to prioritize vulnerabilities detected in the pen testing report?
A 1,2,3,45

B. Low, medium, high, serious, critical

C. Urgent, dispute, action, zero, low

D.A,/b,c,d, e

Correct Answer: B

QUESTION 2

Rules of Engagement (ROE) document provides certain rights and restriction to the test team for performing the test
and helps testers to overcome legal, federal, and policy-related restrictions to use different penetration testing tools and
techniques.

| - Rules of Engagement Templafe . |

DATE: [Date]

T0: [Name and Address of NASA Official]

FROM: [Name and Address of Third Party performing the Penetration Testing]

CC: [Name and Address of Interested NASA Offictals]

RE: Rules of Engagement to Perform a Limited Penetration Test in Support of
[required activity]

[Name of rhird parne] has been contracted by the Natnonal Aeronauncs and Space Admumistraton|
(NASA), [Name of requesting organization] to perform an audit of NASA's [Name of risk
assessment target]. The corresponding task-order requures the performance of penetration test
procedures to assess external and internal vulnerabilities. The purpose of having the “Rules of
Engagement™ 15 to clearly establish the scope of work and the procedures that will and will not
| be performed, by definng targets, time frames, test rules, and points of contact.

l

What is the last step in preparing a Rules of Engagement (ROE) document?

A. Conduct a brainstorming session with top management and technical teams
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B. Decide the desired depth for penetration testing
C. Conduct a brainstorming session with top management and technical teams
D. Have pre-contract discussions with different pen-testers

Correct Answer: B

QUESTION 3

Which of the following acts is a proprietary information security standard for organizations that handle cardholder
information for the major debit, credit, prepaid, e-purse, ATM, and POS cards and applies to all entities involved in
payment card processing?

A. PIPEDA

B. PCI DSS

C. Human Rights Act 1998

D. Data Protection Act 1998

Correct Answer: B

QUESTION 4

Amazon Consulting Corporation provides penetration testing and managed security services to
companies. Legality and regulatory compliance is one of the important components in conducting a
successful security audit.

Before starting a test, one of the agreements both the parties need to sign relates to limitations,

constraints, liabilities, code of conduct, and indemnification considerations between the parties.
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Which agreement requires a signature from both the parties (the penetration tester and the company)?
A. Non-disclosure agreement

B. Client fees agreement

C. Rules of engagement agreement

D. Confidentiality agreement

Correct Answer: D

QUESTION 5

Which one of the following acts related to the information security in the US fix the responsibility of management for
establishing and maintaining an adequate internal control structure and procedures for financial reporting?

A. California SB 1386

B. Sarbanes-Oxley 2002

C. Gramm-Leach-Bliley Act (GLBA)
D. USA Patriot Act 2001

Correct Answer: B
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