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QUESTION 1

TCP/IP provides a broad range of communication protocols for the various applications on the network. The TCP/IP
model has four layers with major protocols included within each layer. Which one of the following protocols is used to
collect information from all the network devices? 

A. Simple Network Management Protocol (SNMP) 

B. Network File system (NFS) 

C. Internet Control Message Protocol (ICMP) 

D. Transmission Control Protocol (TCP) 

Correct Answer: A 

 

QUESTION 2

Which among the following information is not furnished by the Rules of Engagement (ROE) document? 

A. Techniques for data collection from systems upon termination of the test 

B. Techniques for data exclusion from systems upon termination of the test 

C. Details on how data should be transmitted during and after the test 

D. Details on how organizational data is treated throughout and after the test 

Correct Answer: D 

 

QUESTION 3

Which of the following is not the SQL injection attack character? 

A. $ 

B. PRINT 

C. # 

D. @@variable 

Correct Answer: B 

 

QUESTION 4

A chipset is a group of integrated circuits that are designed to work together and are usually marketed as a single
product." It is generally the motherboard chips or the chips used on the expansion card. Which one of the following is
well supported in most wireless applications? 
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A. Orinoco chipsets 

B. Prism II chipsets 

C. Atheros Chipset 

D. Cisco chipset 

Correct Answer: B 

 

QUESTION 5

External penetration testing is a traditional approach to penetration testing and is more focused on the servers,
infrastructure and the underlying software comprising the target. It involves a comprehensive analysis of publicly
available information about the target, such as Web servers, Mail servers, Firewalls, and Routers. 

Which of the following types of penetration testing is performed with no prior knowledge of the site? 

A. Blue box testing 

B. White box testing C. Grey box testing 

D. Black box testing 

Correct Answer: D 
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