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QUESTION 1

The framework primarily designed to fulfill a methodical and organized way of addressing five threat classes to network
and that can be used to access, plan, manage, and maintain secure computers and communication networks is: 

A. Nortells Unified Security Framework 

B. The IBM Security Framework 

C. Bell Labs Network Security Framework 

D. Microsoft Internet Security Framework 

Correct Answer: C 

 

QUESTION 2

Attackers create secret accounts and gain illegal access to resources using backdoor while bypassing the
authentication procedures. Creating a backdoor is a where an attacker obtains remote access to a computer on a
network. 

Which of the following techniques do attackers use to create backdoors to covertly gather critical information about a
target machine? 
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A. Internal network mapping to map the internal network of the target machine 

B. Port scanning to determine what ports are open or in use on the target machine 

C. Sniffing to monitor all the incoming and outgoing network traffic 

D. Social engineering and spear phishing attacks to install malicious programs on the target machine 

Correct Answer: D 

 

QUESTION 3

Which one of the following commands is used to search one of more files for a specific pattern and it helps in organizing
the firewall log files? 

A. grpck 

B. grep 

C. gpgv 

D. gprn 

Correct Answer: B 

 

QUESTION 4

HTTP protocol specifies that arbitrary binary characters can be passed within the URL by using %xx notation, where
\\'xx\\' is the 

A. ASCII value of the character 

B. Binary value of the character 

C. Decimal value of the character 

D. Hex value of the character 

Correct Answer: D 

https://books.google.nl/books?id=0RfANAwOUdICandpg=PA720andlpg=PA720anddq=%22xx+no tation%22
+binaryandsource=blandots=pGMqass7tiandsig=rnIg1xZ78ScUvuIlTmDY3r7REucandhl=
nlandsa=Xandei=8C4dVYe1NorgasrzgoALandved=0CEQQ6AEwBQ#v=onepageandq=%22xx%20n otation%22%
20binaryandf=false 

 

QUESTION 5

Identify the type of firewall represented in the diagram below: 
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A. Stateful multilayer inspection firewall 

B. Application level gateway 

C. Packet filter 

D. Circuit level gateway 

Correct Answer: A 

Reference: http://www.technicolorbroadbandpartner.com/getfile.php?id=4159 (page 13) 
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