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QUESTION 1

What are the 6 core concepts in IT security? 

A. Server management, website domains, firewalls, IDS, IPS, and auditing 

B. Authentication, authorization, confidentiality, integrity, availability, and non-repudiation 

C. Passwords, logins, access controls, restricted domains, configurations, and tunnels 

D. Biometrics, cloud security, social engineering, DoS attack, viruses, and Trojans 

Correct Answer: B 

 

QUESTION 2

Port numbers are used to keep track of different conversations crossing the network at the same time. Both TCP and
UDP use port (socket) numbers to pass information to the upper layers. Port numbers have the assigned ranges. 

412-79V10 Practice Test | 412-79V10 Study Guide | 412-79V10 Exam Questions                                2 / 4

https://www.passapply.com/412-79v10.html
https://www.passapply.com/412-79v10.html
https://www.passapply.com/412-79v10.html


https://www.passapply.com/412-79v10.html
2024 Latest passapply 412-79V10 PDF and VCE dumps Download

Port numbers above 1024 are considered which one of the following? 

A. Dynamically assigned port numbers 

B. Statically assigned port numbers 

C. Well-known port numbers 

D. Unregistered port numbers 

Correct Answer: A 

Reference: http://stackoverflow.com/questions/136709/what-port-number-should-i-use- when-testingconnections-in-my-
local-intranet-in (see post 4) 

 

QUESTION 3

When you are running a vulnerability scan on a network and the IDS cuts off your connection, what type of IDS is being
used? 

A. Passive IDS 

B. Active IDS 

C. Progressive IDS 

D. NIPS 

Correct Answer: B 

 

QUESTION 4

Mason is footprinting an organization to gather competitive intelligence. He visits the company\\'s website for contact
information and telephone numbers but does not find any. He knows the entire staff directory was listed on their website
12 months. How can he find the directory? 

A. Visit Google\\'s search engine and view the cached copy 

B. Crawl and download the entire website using the Surfoffline tool and save them to his computer 

C. Visit the company\\'s partners\\' and customers\\' website for this information 

D. Use WayBackMachine in Archive.org web site to retrieve the Internet archive 

Correct Answer: D 

 

QUESTION 5

Which one of the following is a supporting tool for 802.11 (wireless) packet injections, it spoofs 802.11 packets to verify
whether the access point is valid or not? 
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A. Airsnort 

B. Aircrack 

C. Airpwn 

D. WEPCrack 

Correct Answer: C 
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