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QUESTION 1

A pen tester has extracted a database name by using a blind SQL injection. Now he begins to test the table inside the
database using the below query and finds the table: 

http://juggyboy.com/page.aspx?id=1; IF (LEN(SELECT TOP 1 NAME from sysobjects where xtype=\\'U\\')=3) WAITFOR
DELAY \\'00:00:10\\'-

http://juggyboy.com/page.aspx?id=1; IF (ASCII(lower(substring((SELECT TOP 1 NAME from sysobjects where
xtype=char(85)),1,1)))=101) WAITFOR DELAY \\'00:00:10\\'-

http://juggyboy.com/page.aspx?id=1; IF (ASCII(lower(substring((SELECT TOP 1 NAME from sysobjects where
xtype=char(85)),2,1)))=109) WAITFOR DELAY \\'00:00:10\\'-

http://juggyboy.com/page.aspx?id=1; IF (ASCII(lower(substring((SELECT TOP 1 NAME from sysobjects where
xtype=char(85)),3,1)))=112) WAITFOR DELAY \\'00:00:10\\'-

What is the table name? 

A. CTS 

B. QRT 

C. EMP 

D. ABC 

Correct Answer: C 

 

QUESTION 2

Which of the following policies helps secure data and protects the privacy of organizational information? 

A. Special-Access Policy 

B. Document retention Policy 

C. Cryptography Policy 

D. Personal Security Policy 

Correct Answer: C 

 

QUESTION 3

You have compromised a lower-level administrator account on an Active Directory network of a small 

company in Dallas, Texas. You discover Domain Controllers through enumeration. You connect to one of 

the Domain Controllers on port 389 using Idp.exe. 
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What are you trying to accomplish here? 

A. Poison the DNS records with false records 

B. Enumerate MX and A records from DNS 

C. Establish a remote connection to the Domain Controller 

D. Enumerate domain user accounts and built-in groups 

Correct Answer: D 

 

QUESTION 4

Transmission control protocol accepts data from a data stream, divides it into chunks, and adds a TCP header creating
a TCP segment. 

The TCP header is the first 24 bytes of a TCP segment that contains the parameters and state of an endto-end TCP
socket. It is used to track the state of communication between two TCP endpoints. 

For a connection to be established or initialized, the two hosts must synchronize. The synchronization requires each
side to send its own initial sequence number and to receive a confirmation of exchange in an acknowledgment (ACK)
from the other side 

The below diagram shows the TCP Header format: How many bits is a acknowledgement number? 

A. 16 bits 

B. 32 bits 

C. 8 bits 
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D. 24 bits 

Correct Answer: B 

Reference: http://en.wikipedia.org/wiki/Transmission_Control_Protocol (acknowledgement number) 

 

QUESTION 5

Firewall is an IP packet filter that enforces the filtering and security policies to the flowing network traffic. Using firewalls
in IPv6 is still the best way of protection from low level attacks at the network and transport layers. Which one of the
following cannot handle routing protocols properly? 

A. "Internet-router-firewall-net architecture" 

B. "Internet-firewall-router-net architecture" 

C. "Internet-firewall/router(edge device)-net architecture" 

D. "Internet-firewall -net architecture" 

Correct Answer: B 
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