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QUESTION 1

Which type of security policy applies to the below configuration? i)Provides maximum security while allowing known, but
necessary, dangers ii)All services are blocked; nothing is allowed iii)Safe and necessary services are enabled
individually iv)Non-essential services and procedures that cannot be made safe are NOT allowed v)Everything is
logged 

A. Paranoid Policy 

B. Prudent Policy 

C. Permissive Policy 

D. Promiscuous Policy 

Correct Answer: B 

 

QUESTION 2

What is a difference between host-based intrusion detection systems (HIDS) and network- based intrusion detection
systems (NIDS)? 
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A. NIDS are usually a more expensive solution to implement compared to HIDS. 

B. Attempts to install Trojans or backdoors cannot be monitored by a HIDS whereas NIDS can monitor 

and stop such intrusion events. 

C. NIDS are standalone hardware appliances that include network intrusion detection capabilities whereas HIDS consist
of software agents installed on individual computers within the system. 

D. HIDS requires less administration and training compared to NIDS. 

Correct Answer: C 

 

QUESTION 3

What is a goal of the penetration testing report? 

A. The penetration testing report helps you comply with local laws and regulations related to environmental conditions in
the organization. 

B. The penetration testing report allows you to sleep better at night thinking your organization is protected 

C. The pen testing report helps executive management to make decisions on implementing security controls in the
organization and helps the security team implement security controls and patch any flaws discovered during testing. 

D. The penetration testing report allows you to increase sales performance by effectively communicating with the
internal security team. 

Correct Answer: C 
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QUESTION 4

Which one of the following scans starts, but does not complete the TCP handshake sequence for each port selected,
and it works well for direct scanning and often works well through firewalls? 

A. SYN Scan 

B. Connect() scan 

C. XMAS Scan 

D. Null Scan 

Correct Answer: A 

 

QUESTION 5

Wireless communication allows networks to extend to places that might otherwise go untouched by the wired networks.
When most people say `Wireless\\' these days, they are referring to one of the 802.11 standards. There are three main
802.11 standards: B, A, and 

A. Which one of the following 802.11 types uses DSSS Modulation, splitting the 2.4ghz band into channels? 

B. 802.11b 

C. 802.11g 

D. 802.11-Legacy 

E. 802.11n 

Correct Answer: A 
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