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QUESTION 1

The term social engineering is used to describe the various tricks used to fool people (employees, business partners, or
customers) into voluntarily giving away information that would not normally be known to the general public. 

What is the criminal practice of social engineering where an attacker uses the telephone system in an attempt to scam
the user into surrendering private information? 

A. Phishing 

B. Spoofing 

C. Tapping 

D. Vishing 

Correct Answer: D 

 

QUESTION 2

Hackers today have an ever-increasing list of weaknesses in the web application structure at their 

disposal, which they can exploit to accomplish a wide variety of malicious tasks. 
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New flaws in web application security measures are constantly being researched, both by hackers and by security
professionals. Most of these flaws affect all dynamic web applications whilst others are dependent on specific
application technologies. In both cases, one may observe how the evolution and refinement of web technologies also
brings about new exploits which compromise sensitive databases, provide access to theoretically secure networks, and
pose a threat to the daily operation of online businesses. 

What is the biggest threat to Web 2.0 technologies? 

A. SQL Injection Attacks 

B. Service Level Configuration Attacks 

C. Inside Attacks 

D. URL Tampering Attacks 

Correct Answer: A 

 

QUESTION 3

Which of the following appendices gives detailed lists of all the technical terms used in the report? 

A. Required Work Efforts 

B. References 

C. Research 

D. Glossary 

Correct Answer: D 

Explanation: Refere\\' http://en.wikipedia.org/wiki/Glossary 

 

QUESTION 4
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Which one of the following tools of trade is an automated, comprehensive penetration testing product for assessing the
specific information security threats to an organization? 

A. Sunbelt Network Security Inspector (SNSI) 

B. CORE Impact 

C. Canvas 

D. Microsoft Baseline Security Analyzer (MBSA) 

Correct Answer: C 

 

QUESTION 5

Today, most organizations would agree that their most valuable IT assets reside within applications and databases.
Most would probably also agree that these are areas that have the weakest levels of security, thus making them the
prime target for malicious activity from system administrators, DBAs, contractors, consultants, partners, and customers. 

Which of the following flaws refers to an application using poorly written encryption code to securely encrypt and store
sensitive data in the database and allows an attacker to steal or modify weakly protected data such as credit card
numbers, SSNs, and other authentication credentials? 

A. SSI injection attack 

B. Insecure cryptographic storage attack 

C. Hidden field manipulation attack 

D. Man-in-the-Middle attack 

Correct Answer: B 
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