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QUESTION 1

Attackers create secret accounts and gain illegal access to resources using backdoor while bypassing the
authentication procedures. Creating a backdoor is a where an attacker obtains remote access to a computer on a
network. 

Which of the following techniques do attackers use to create backdoors to covertly gather critical information about a
target machine? 

A. Internal network mapping to map the internal network of the target machine 

B. Port scanning to determine what ports are open or in use on the target machine 

C. Sniffing to monitor all the incoming and outgoing network traffic 

D. Social engineering and spear phishing attacks to install malicious programs on the target machine 

Correct Answer: D 

 

QUESTION 2

Many security and compliance projects begin with a simple idea: assess the organization\\'s risk, vulnerabilities, and
breaches. Implementing an IT security risk assessment is critical to the overall security posture of any organization. 
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An effective security risk assessment can prevent breaches and reduce the impact of realized breaches. 

What is the formula to calculate risk? 

A. Risk = Budget x Time 

B. Risk = Goodwill x Reputation 

C. Risk = Loss x Exposure factor 

D. Risk = Threats x Attacks 

Correct Answer: C 

 

QUESTION 3

Choose the correct option to define the Prefix Length. 
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A. Prefix Length = Subnet + Host portions 

B. Prefix Length = Network + Host portions 

C. Prefix Length = Network + Subnet portions 

D. Prefix Length = Network + Subnet + Host portions 

Correct Answer: C 

 

QUESTION 4

What are the 6 core concepts in IT security? 

A. Server management, website domains, firewalls, IDS, IPS, and auditing 

B. Authentication, authorization, confidentiality, integrity, availability, and non-repudiation 

C. Passwords, logins, access controls, restricted domains, configurations, and tunnels 

D. Biometrics, cloud security, social engineering, DoS attack, viruses, and Trojans 

Correct Answer: B 

 

QUESTION 5

Which Wireshark filter displays all the packets where the IP address of the source host is 10.0.0.7? 
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A. ip.dst==10.0.0.7 

B. ip.port==10.0.0.7 

C. ip.src==10.0.0.7 

D. ip.dstport==10.0.0.7 

Correct Answer: C 
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