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QUESTION 1

Which of the following policy forbids everything with strict restrictions on all usage of the company systems and
network? 

A. Information-Protection Policy 

B. Paranoid Policy 

C. Promiscuous Policy 

D. Prudent Policy 

Correct Answer: B 

 

QUESTION 2

Besides the policy implications of chat rooms, Internet Relay Chat (IRC) is frequented by attackers and used as a
command and control mechanism. IRC normally uses which one of the following TCP ports? 

A. 6566 TCP port 

B. 6771 TCP port 

C. 6667 TCP port 

D. 6257 TCP port 

Correct Answer: C 

 

QUESTION 3

In a TCP packet filtering firewall, traffic is filtered based on specified session rules, such as when a session is initiated
by a recognized computer. 
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Identify the level up to which the unknown traffic is allowed into the network stack. 

A. Level 5 ?Application 

B. Level 2 ?Data Link 

C. Level 4 ?TCP 

D. Level 3 ?Internet Protocol (IP) 

Correct Answer: D 

Reference: http://books.google.com.pk/books?id=KPjLAyA7HgoCandpg=PA208andlpg=PA208anddq=TCP+p
acket+filtering +firewall+level+up+to+which+the+unknown+traffic+is+allowed+into+the+net work
+stackandsource=blandots=zRrbchVYngandsig=q5G3T8lggTfAMNRkL7Kp0SRslHUandhl=enand
sa=Xandei=5PUeVLSbC8TmaMzrgZgCandved=0CBsQ6AEwAA#v=onepageandq=TCP%20pack et%20filtering
%20firewall%20level%20up%20to%20which%20the%20unknown%20traffic %20is%20allowed%20into%
20the%20network%20stackandf=false 

 

QUESTION 4

An antenna is a device that is designed to transmit and receive the electromagnetic waves that are generally called
radio waves. Which one of the following types of antenna is developed from waveguide technology? 

A. Leaky Wave Antennas 

B. Aperture Antennas 

C. Reflector Antenna 

D. Directional Antenna 
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Correct Answer: B 

 

QUESTION 5

An external intrusion test and analysis identify security weaknesses and strengths of the client\\'s systems and networks
as they appear from outside the client\\'s security perimeter, usually from the Internet. The goal of an external intrusion
test and analysis is to demonstrate the existence of known vulnerabilities that could be exploited by an external
attacker. 

During external penetration testing, which of the following scanning techniques allow you to determine a port\\'s state
without making a full connection to the host? 

A. XMAS Scan 

B. SYN scan 

C. FIN Scan 

D. NULL Scan 

Correct Answer: B 
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