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QUESTION 1

Which one of the following is a supporting tool for 802.11 (wireless) packet injections, it spoofs 802.11 packets to verify
whether the access point is valid or not?

A. Airsnort

B. Aircrack

C. Airpwn

D. WEPCrack

Correct Answer: C

QUESTION 2

How many bits is Source Port Number in TCP Header packet?
A. 48

B. 32

C.64

D. 16

Correct Answer: D

QUESTION 3
Vulnerability assessment is an examination of the ability of a system or application, including current security
procedures and controls, to withstand assault. It recognizes, measures, and classifies security vulnerabilities in a

computer system, network, and communication channels.

A vulnerability assessment is used to identify weaknesses that could be exploited and predict the effectiveness of
additional security measures in protecting information resources from attack.
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Which of the following vulnerability assessment technique is used to test the web server infrastructure for any
misconfiguration and outdated content?

A. Passive Assessment
B. Host-based Assessment
C. External Assessment
D. Application Assessment

Correct Answer: D

QUESTION 4

Which type of security policy applies to the below configuration? i)Provides maximum security while allowing known, but
necessary, dangers ii)All services are blocked; nothing is allowed iii)Safe and necessary services are enabled
individually iv)Non-essential services and procedures that cannot be made safe are NOT allowed v)Everything is
logged
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A. Paranoid Policy

B. Prudent Policy

C. Permissive Policy
D. Promiscuous Policy

Correct Answer: B

QUESTION 5

Which one of the following acts related to the information security in the US fix the responsibility of management for
establishing and maintaining an adequate internal control structure and procedures for financial reporting?

A. California SB 1386

B. Sarbanes-Oxley 2002

C. Gramm-Leach-Bliley Act (GLBA)
D. USA Patriot Act 2001

Correct Answer: B
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