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QUESTION 1

You are running through a series of tests on your network to check for any security vulnerabilities. After normal working
hours, you initiate a DoS attack against your external firewall. The firewall quickly freezes up and becomes unusable.
You then initiate an FTP connection from an external IP into your internal network. The connection is successful even
though you have FTP blocked at the external firewall. What has happened?

A. The firewall failed-open

B. The firewall failed-bypass

C. The firewall failed-closed

D. The firewall ACL has been purged

Correct Answer: A

QUESTION 2

You are called by an author who is writing a book and he wants to know how long the copyright for his book will last
after he has the book published?

A. 70 years

B. the life of the author

C. the life of the author plus 70 years
D. copyrights last forever

Correct Answer: C

QUESTION 3

Volatile Memory is one of the leading problems for forensics. Worms such as code Red are memory resident and do
write themselves to the hard drive, if you turn the system off they disappear. In a lab environment, which of the following
options would you suggest as the most appropriate to overcome the problem of capturing volatile memory?

A. Use Vmware to be able to capture the data in memory and examine it

B. Give the Operating System a minimal amount of memory, forcing it to use a swap file

C. Create a Separate partition of several hundred megabytes and place the swap file there

D. Use intrusion forensic techniques to study memory resident infections

Correct Answer: C

QUESTION 4
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In Microsoft file structures, sectors are grouped together to form:
A. Clusters

B. Drives

C. Bitstreams

D. Partitions

Correct Answer: A

QUESTION 5

What is the name of the Standard Linux Command that is also available as windows application that can be used to
create bit-stream images?

A. mcopy
B. image
C. MD5
D. dd

Correct Answer: D
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