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QUESTION 1

How many characters long is the fixed-length MD5 algorithm checksum of a critical system file? 

A. 128 

B. 64 

C. 32 

D. 16 

Correct Answer: C 

 

QUESTION 2

Area density refers to: 

A. the amount of data per disk 

B. the amount of data per partition 

C. the amount of data per square inch 

D. the amount of data per platter 

Correct Answer: A 

 

QUESTION 3

A state department site was recently attacked and all the servers had their disks eraseD. The incident response team
sealed the area and commenced investigation. During evidence collection they came across a zip disks that did not
have 

the standard labeling on it. The incident team ran the disk on an isolated system and found that the system disk was
accidentally eraseD. They decided to call in the FBI for further investigation. Meanwhile, they short listed possible
suspects 

including three summer interns. 

Where did the incident team go wrong? 

A. They examined the actual evidence on an unrelated system 

B. They attempted to implicate personnel without proof 

C. They tampered with evidence by using it 

D. They called in the FBI without correlating with the fingerprint data 

Correct Answer: C 
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QUESTION 4

What term is used to describe a cryptographic technique for embedding information into something else for the sole
purpose of hiding that information from the casual observer? 

A. rootkit 

B. key escrow 

C. steganography 

D. Offset 

Correct Answer: C 

 

QUESTION 5

When a file is deleted by Windows Explorer or through the MS-DOS delete command, the operating system inserts
_______________ in the first letter position of the filename in the FAT database. 

A. A Capital X 

B. A Blank Space 

C. The Underscore Symbol 

D. The lowercase Greek Letter Sigma (s) 

Correct Answer: D 
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