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QUESTION 1

You are assisting in the investigation of a possible Web Server Hack. The company who called you stated that
customers reported to them that whenever they entered the web address of the company in their browser, what they
received was a porno graphic web site. The company checked the web server and nothing appears wrong. When you
type in the IP address of the web site in your browser everything appears normal. What is the name of the attack that
affects the DNS cache of the name resolution servers, resulting in those servers directing users to the wrong web site? 

A. ARP Poisoning 

B. DNS Poisoning 

C. HTTP redirect attack 

D. IP Spoofing 

Correct Answer: B 

 

QUESTION 2

James is testing the ability of his routers to withstand DoS attacks. James sends ICMP ECHO requests to the broadcast
address of his network. What type of DoS attack is James testing against his network? 

A. Fraggle 

B. SYN flood 

C. Trinoo 

D. Smurf 

Correct Answer: D 

 

QUESTION 3

John and Hillary works at the same department in the company. John wants to find out Hillary\\'s network password so
he can take a look at her documents on the file server. He enables Lophtcrack program to sniffing mode. John sends
Hillary an email with a link to Error! Reference source not found. 

What information will he be able to gather from this? 

A. The SAM file from Hillary computer 

B. Hillary network username and password hash 

C. The SID of Hillary network account 

D. The network shares that Hillary has permissions 

Correct Answer: B 
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QUESTION 4

Terri works for a security consulting firm that is currently performing a penetration test on First National Bank in Tokyo.
Terri\\'s duties include bypassing firewalls and switches to gain access to the network. Terri sends an IP packet to one
of the company\\'s switches with ACK bit and the source address of her machine set. What is Terri trying to accomplish
by sending this IP packet? 

A. Poison the switch\\'s MAC address table by flooding it with ACK bits 

B. Enable tunneling feature on the switch 

C. Trick the switch into thinking it already has a session with Terri\\'s computer 

D. Crash the switch with a DoS attack since switches cannot send ACK bits 

Correct Answer: C 

 

QUESTION 5

Paul\\'s company is in the process of undergoing a complete security audit including logical and physical security
testing. After all logical tests were performed; it is now time for the physical round to begin. None of the employees are
made aware of this round of testing. The security-auditing firm sends in a technician dressed as an electrician. He waits
outside in the lobby for some employees to get to work and follows behind them when they access the restricted areas.
After entering the main office, he is able to get into the server room telling the IT manager that there is a problem with
the outlets in that room. What type of attack has the technician performed? 

A. Fuzzing 

B. Tailgating 

C. Man trap attack 

D. Backtrapping 

Correct Answer: B 
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