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QUESTION 1

Which option is a feature of a Cisco Autonomous AP that prevents over-the-air direct P2P communication, which forces
all traffic to hit the first-hop router where security policy is enforced?

A. Public Secure Packet Forwarding

B. Cisco Wireless LAN Controller and Access Point Platforms
C. FlexConnect AP upgrade feature

D. Access Poaint Radios

Correct Answer: A

QUESTION 2

When a Flex Connect AP is in the "local authentication, local switching" state, it handles client authentication and
switches client data packets locally. This state is valid in standalone mode and connected mode. Which three
statements about a FlexConnect AP are true? (Choose three).

A. In connected mode, the AP provides minimal information about the locally authenticated client to the controller. This
information is not available on the controller policy type. Access VLAN. VLAN name, supported rates. Encryption
ciphter.

B. In connected mode, the access point provides minimal information about the locally authenticated client to the
controller. However, this information is available to the controller policy type., access VLAN, VLAN name, supported
rates, encryption cipher.

C. Local authentication is useful where you cannot maintain a remote office setup of a minimum bandwidth of 128 kbps
with the round-trip latency no greater than 100 ms and the maximum transmission unit no smaller than 576 bytes.

D. Local authentication is useful where you cannot maintain a remote office setup of a minimum bandwidth of 128 kbps
with the round-trip latency no greater than 150 ms and the maximum transmission unit no higher than 500 bytes.

E. Local authentication in connected mode does not require any WLAN configuration.
F. Local authentication can be enabled only on the WLAN of a FlexConnect AP that is in local switching mode.
Correct Answer: ACF

http://www.cisco.com/c/en/us/td/docs/wireless/controller/7- 2/configuration/guide/cg/cg_flexconnect.html

QUESTION 3

DRAG DROP

Select and Place:
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Map the Cisco CleanAir AP modes of operation to their correct description.

L%

=
2" A CleanAir AP in this made only scans one channel of each band
continuously.

Local Mode AP

All Cleanair system funclionality is suspended while the AP is in this
maode.

Monitor Mode AP

Spectrum Expert Connect mode A CleanAir AP in this mode provides fulltime scanning of all chennels.

Correct Answer:

Map the Cisco CleanAir AP modes of operation to their correct description.

Local Mode AP

Spectrum Expert Connect mode

Monitor Mode AP

QUESTION 4

RX-SOP is configured for SGHz radio with value set as "High Threshold". Which two clients will associate to the AP?
(Choose Two)

A. client with RSSI-75 dBm
B. client with RSSI-79d8m
C. client with RSSI-77dBm
D. client with RSSI-73dBm

Correct Answer: AD

QUESTION 5

*Mar 1 00:57:14.656: VTP LOG HUL\BT‘]ME MDS5 digest failing
canculated = 5E F8 96 59 87 -’-1F..ZE 79 AC 84 A5 4E 6E C2 25 A8
transmitted = FA B3 6F EA 39576 0558 1IEOA 07 F9 AE 05 CD D3

Refer to the exhibit. You have been asked to troubleshoot why VTP is not distributing new VLANSs to a VTP client
switch. Which option is the most likely root cause of this VTP problem?
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A. The VTP password is not set to level 15 on the client switch.

B. The VTP password encryption level is not set on the client switch.

C. The VTP encryption level does not match on the client switch.

D. The VTP password is incorrect on the client switch.

E. The client switch is set to transparent mode. Which ignores VLAN configuration updates from VTP servers.
Correct Answer: D

From:

Each sw, and issue the command:

No vtp password
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Enable debugzing af WTF events ta find the exact issue. Motice the message "MDS digest

failing™
SW3#debug sw-vlan vtp events

SWas
©9:20:89: VTP LDG RUNTIME: Summary packet received, dma@acketﬁ.c

120:00: VTP LOG RUNTIME: Validate TLVs : #tlvs 1, k size 4
120:90: VTP LOG RUNTIME: Validate TLVs : #@0, wma len 4

1 28:90: VTP LOG RUNTIME: Summary packet re%%eater than domain pa
89:28:20: VTP LOG RUNTIME: Domain p: h:cur*r*ently not in updatin
2a:20:28: VTP LOG RUNTIME: "

0@:20:80: VTP LOG RUN @Eet packet received, domain = packeté.co

S8 8

i #tlus 1

@8:20:00: VTP L ﬁE MD5 dipest failing
calculated = 3 F3 BC @E B3 Ee F7 E2 E9 DD 5D @C 9D 95
transmitt @8 7A ZF C@ 1t 76 8l E4 ©6 9@ 23 &7 94 19 &7 9F

4 k

Let’s configure the password on SW23.

SW3a#conf t
SWa(config)#vtp password cisco
SWa(config)#end

https://lwww.packet6.com/configuring-vtp-on-cisco-switches/ http://www.sunpenguin.net/?p=283
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