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QUESTION 1

Refer to the exhibit. A customer has opened a case with Cisco TAC reporting an issue that one of the Windows client
supported to logion to the network using MAB is no longer able to access any allowed resources. Looking at the
configuration of the switch. What cloud be the possible issue?

aaa authentication login default group radius aaa authentication login NO_AUTH none aaa authentication login vty local
aaa authentication dotix default group radius aaa authentication network default group radius aaa accounting update
newinfo aaa accounting dotix default start-stop group radius ! ip dhcp excluded-address 60.1.1.11 ip dhcp excluded-
address 60.1.1.2 ! ip dhcp pool mabpc-pool network 60.1.1.0.255.255.255.0 default-router 60.1.1.2

cts sxp enable cts sxp default source-ip 10.9.31.22

cts sxp default password ccie cts sxp connection peer 10.9.31.1 password default mode peer listener hold-time 0 ! dotix
system-auth-control ! interface GigabitEthernet1/0/9 switchport mode access ip-device tracking maximum 10
authentication host-mode multi-auth authentication port-control auto mab ! radius-server host 161.1.7.14 key cisco
radius-server timeout 60 ! interface VIan10 ip address 10.9.31.22.255.255.255.0 ! interface VIan50 no ip address !
interface VIan60 ip address 60.1.1.2.255.255.255.0 ! interface VIan150 ip address 150.1.7.2.255.255.255.0

A. CoA configuration is missing.

B. Dotlx should be globally disabled for MAB to work.

C. There is an Issue with DHCP pool configuration.

D. Incorrect CTS configuration on the switch.

E. Switch configuration is properly configured and the issue is on the radius server.

F. AAA authorization is incorrectly configured.

G. The VLAN configuration is missing on the authentication port.

Correct Answer: A

QUESTION 2

Which description of the AES encryption algorithm is true?

A. It uses the block of 128 bits.

B. Theoretically 3DES is more secure than AES.

C. Is does not use the substitution and permutation principle

D. Reapplying the same encryption key three times makes it less vulnerable than 3DES
E. It provides only data integrity

F. It uses three encryption keys of lengths 126, 192 and 256

Correct Answer: A
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QUESTION 3

In TLS implementation on the Cisco Email Security Appliance cluster, the machine is removed from the cluster and then
added back. Which description of what happens to the machine-level certificate is true?

A. ESA cannot provide privacy for point-to-point transmission of emails through encryption
B. The machine-level certificates are lost

C. The machine-level certificates are rebuilt by RAID 5

D. The cluster goes down.

Correct Answer: C

QUESTION 4
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Refer to the exhibit. ASA2 is configured for the Clientless SSL VPN connection with DNS server at 150.1.7.201 that is
reachable only from the ManagementO/0 interface. The incoming VPN session will be received on the outside interface
with authentication credentials. Username: ccie, Password: ccie. ASA2 is configured for the Self-Signed certificate with
trustpoint “ccietrust” enabled for the outside interface. It has been reported that resources accessibility is timing out
after the VPN connection establishment. Which possible reason is true?

A. The CA trustpoint "ccietrust" has incorrect keypair.

B. The tunnel group is tied up with the incorrect group policy.

C. Webvpn needs to be enabled on the management interface.

D. Management interface has incorrect security level configured.

E. The "ccieacl" should be configured for port 443.

F. The domain-lookup should be performed from management interface.

G. Incorrect banner value in the group policy.

Correct Answer: E

QUESTION 5

Which three Cisco attributes for LDAP authorization are supported on the ASA? (Choose three)
A. Web-VPN-ACL-Filters

B. IPsec-Default-Domain

C. IPsec-Client-Firewall-Name

D. Authorization-Type

E. L2TP-Encryption

F. Authenticated-User-idle-Timeout

Correct Answer: ABF
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