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QUESTION 1
Drag each field in authentication header on the left into the order in which it appears in the header on the right?

Select and Place:
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Correct Answer:
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QUESTION 2
Drag each MACsec term on the left to the right matching statement on the right?

Select and Place:
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\ o A key-exchange protocol that is proprietary to Cisco.

‘ MKA @@ y generated during the EAP exchange.

A key usad to encrypt traffic for a single session.

\ MSK

generate multiple additional keys

SAP | {
‘ 4 protocol used ror MACsec key negotiation.

Correct Answer:

SAP ]__
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QUESTION 3
Which three statements are correct regarding EAP-Chaining? (Choose three)
A. Allows user and machine authentication with one RADIUS / EAP session

B. EAP-Chaining is enabled on AnyConnect NAM automatically when EAP-FAST user and machine authentication is
enabled

C. EAP-FAST\\'s PAC provisiong phase is responsible to establish SSH tunnel between supplicant and ISE to perform
EAP-Chaining

D. EAP-Chaining is enabled on NAM automatically when EAP-TLS user and machine authentication is enabled
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E. EAP-Chaining can only use EAP-FAST and requires the use of AnyConnect NAM
F. EAP-Chaining is supported on the Windows 802.1x supplicant

G. EAP-FAST does not allow to bind multiple authentication and this limitation is used for manual authentication in EAP-
Chaining

Correct Answer: ABE

QUESTION 4

Drag each IP transmission and fragmentation term on the left to the matching statement on the right?

Select and Place:

Correct Answer:
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QUESTION 5

Which statement is true regarding securing connection using MACsec?

A. It secures connection between two supplicant clients

B. Switch uses session keys to calculate decrypted packet ICV value for the frame integrity check
C. Switch configured for MACSec can only accept MACSec frames from the MACSec client

D. It is implemented after a successful MAB authentication of supplicant

E. It provides network layer encryption on a wireless network

F. ISAKMP protocol is used to manage MACSec encryption keys B

Correct Answer: B
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