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QUESTION 1

What is the purpose of the OCSP protocol? 

A. checks the revocation status of a digital certificate 

B. submits a certificate signing request 

C. verifies a signature of a digital certificate 

D. protects a digital certificate with its private key 

Correct Answer: A 

 

QUESTION 2

When routing is configured on ASA, which statement is true? 

A. If the default route is not present, then the routing table is checked. 

B. If the routing table has two matching entries, the packet is dropped. 

C. If routing table has two matching entries with same prefix length, the first entry is used. 

D. If routing table has two matching entries with different prefix lengths, the entry with the longer prefix length is used. 

Correct Answer: D 

 

QUESTION 3

Which IPV4 header field increments every time when packet is sent from a source to a destination? 

A. Flag 

B. Fragment Offset 

C. Identification 

D. Time To Live 

Correct Answer: C 

 

QUESTION 4

What entities decrypt a transmission sent by a GDOI group member? 

A. all group members 

B. the key server only 
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C. the peer that is indicated by the key server 

D. the key server and the peer that is indicated by the key server 

Correct Answer: A 

 

QUESTION 5

Comparing and contrasting IKEv1 and IKEv2, which three statements are true? (Choose three.) 

A. IKEv2 adds EAP as a method of authentication for clients; IKEv1 does not use EAP. 

B. IKEv1 and IKEv2 endpoints indicate support for NAT-T via the vendor_ID payload. 

C. IKEv2 and IKEv1 always ensure protection of the identities of the peers during the negotiation process. 

D. IKEv2 provides user authentication via the IKE_AUTH exchange; IKEv1 uses the XAUTH exchange. 

E. IKEv1 and IKEv2 both use INITIAL_CONTACT to synchronize SAs. 

F. IKEv1 supports config mode via the SET/ACK and REQUEST/RESPONSE methods; IKEv2 supports only
REQUEST/RESPONSE. 

Correct Answer: ADE 
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