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QUESTION 1

IPsec SAs can be applied as a security mechanism for which three options? (Choose three.) 

A. Send 

B. Mobile IPv6 

C. site-to-site virtual interfaces 

D. OSPFv3" 

E. CAPWAP 

F. LWAPP 

Correct Answer: BCD 

 

QUESTION 2

During the establishment of an Easy VPN tunnel, when is XAUTH performed? 

A. at the end of IKEv1 Phase 2 

B. at the beginning of IKEv1 Phase 1 

C. at the end of Phase 1 and before Phase 2 starts in IKEv1 and IKEv2 

D. at the end of Phase 1 and before Phase 2 starts in IKEv1 

Correct Answer: D 

 

QUESTION 3

Which two statement about Infrastructure ACLs on Cisco IOS software are true? (Choose two.) 

A. Infrastructure ACLs are used to block-permit the traffic in the router forwarding path. 

B. Infrastructure ACLs are used to block-permit the traffic handled by the route processor. 

C. Infrastructure ACLs are used to block-permit the transit traffic. 

D. Infrastructure ACLs only protect device physical management interface. 

Correct Answer: BD 

 

QUESTION 4

What is a key characteristic of MSTP? 
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A. always uses a separate STP instance per VLAN to increase efficiency 

B. only supports a single STP instance for all VLANs 

C. is a Cisco proprietary standard 

D. several VLANs can be mapped to the same spanning-tree instance 

Correct Answer: D 

 

QUESTION 5

Which three Cisco security product features assist in preventing TCP-based man-in-the-middle attacks? (Choose
three.) 

A. Cisco ASA TCP initial sequence number randomization? 

B. Cisco ASA TCP sliding-window conformance validation? 

C. Cisco IPS TCP stream reassembly? 

D. Cisco IOS TCP maximum segment size adjustment? 

Correct Answer: ABC 
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