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QUESTION 1

Which two security measures are provided when you configure 802.1X on switchports that connect to corporate-
controlled wireless access points? (Choose two.) 

A. It prevents rogue APs from being wired into the network. 

B. It provides encryption capability of data traffic between APs and controllers. 

C. It prevents rogue clients from accessing the wired network. 

D. It ensures that 802.1x requirements for wired PCs can no longer be bypassed by disconnecting the AP and
connecting a PC in its place. 

Correct Answer: AD 

 

QUESTION 2

What entities decrypt a transmission sent by a GDOI group member? 

A. all group members 

B. the key server only 

C. the peer that is indicated by the key server 

D. the key server and the peer that is indicated by the key server 

Correct Answer: A 

 

QUESTION 3

Which option is used to collect wireless traffic passively, for the purposes of eavesdropping or information gathering? 

A. network taps 

B. repeater Access Points 

C. wireless sniffers 

D. intrusion prevention systems 

Correct Answer: C 

 

QUESTION 4

crypto gdoi group gdoi_group 

identity number 1234 
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server local 

sa receive-only 

sa ipsec 1 

profile gdoi-p 

match address ipv4 120 

Which statement about the above configuration is true? 

A. The key server instructs the DMVPN spoke to install SAs outbound only. 

B. The key server instructs the GDOI group to install SAs inbound only. 

C. The key server instructs the DMVPN hub to install SAs outbound only. 

D. The key server instructs the GDOI spoke to install SAs inbound only. 

Correct Answer: B 

 

 

QUESTION 5

When configuring a switchport for port security that will support multiple devices and that has already been configured
for 802.1X support, which two commands need to be added? (Choose two.) 

A. The 802.1X port configuration must be extended with the command dot1x multiple-host. 

B. The 802.1X port configuration must be extended with the command dot1x port-security. 

C. The switchport configuration needs to include the command switchport port-security. 

D. The switchport configuration needs to include the port-security aging command. 

E. The 802.1X port configuration needs to remain in port-control force-authorized rather than port- control auto. 

Correct Answer: AC 
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