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QUESTION 1

Which type of protection encrypts RSA keys when they are exported and imported? 

A. file 

B. passphrase 

C. NGE 

D. nonexportable 

Correct Answer: B 

 

QUESTION 2

Which benefit does endpoint security provide the overall security posture of an organization? 

A. It streamlines the incident response process to automatically perform digital forensics on the endpoint. 

B. It allows the organization to mitigate web-based attacks as long as the user is active in the domain. 

C. It allows the organization to detect and respond to threats at the edge of the network. 

D. It allows the organization to detect and mitigate threats that the perimeter security devices do not detect. 

Correct Answer: D 

 

QUESTION 3

A university policy must allow open access to resources on the Internet for research, but internal workstations are
exposed to malware. Which Cisco AMP feature allows the engineering team to determine whether a file is installed on a
selected few workstations? 

A. file prevalence 

B. file discovery 

C. file conviction 

D. file manager 

Correct Answer: A 

 

QUESTION 4

When web policies are configured in Cisco Umbrella, what provides the ability to ensure that domains are blocked when
they host malware, command and control, phishing, and more threats? 
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A. Application Control 

B. Security Category Blocking 

C. Content Category Blocking 

D. File Analysis 

Correct Answer: B 

 

QUESTION 5

Which compliance status is shown when a configured posture policy requirement is not met? 

A. compliant 

B. unknown 

C. authorized 

D. noncompliant 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-
3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_010111.html 
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