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QUESTION 1

An engineer is configuring AAA authentication on an MDS 9000 switch. The LDAP server is located under the IP
10.10.2.2. The data sent to the LDAP server should be encrypted. Which command should be used to meet these
requirements?

A. Idap-server host 10.10.2.2 enable-ssl

B. Idap-server 10.10.2.2 port 443

C. Idap server host 10.10.2.2 key SSL_KEY

D. Idap-server 10.10.2.2 key SSL_KEY

Correct Answer: A

Reference:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/6_2/configuration/ guides/security/nx-
os/sec_cli_6-x/cradtacl.html

QUESTION 2

An engineer must design an automation solution for the Cisco ACI Fabric to speed up the deployment of logical network
elements for tenant provisioning. When creating a solution, the engineer must keep in mind that the tool must support
these requirements:

1.

Allow the rapid creation and removal of logical containers.

2.

Support the creation of custom modules and data structures.

3.

Be extensible with external libraries and modules.

4,

Allow rapid testing of code using an on-demand execution environment. Which automation tool meets these
requirements?

A. SaltStack
B. YAML

C. Chef

D. Python

Correct Answer: C
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QUESTION 3

Refer to the exhibit.
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An engineer is configuring a VSAN on the network. Which option must be selected to create the VSAN?
A. Fabric B

B. FC Zoning Enabled

C. Fabric A

D. Common/Global

Correct Answer: C

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/nx-
os/configuration/guides/fabric/fabric_fm_4 2 published/fm_fabric/vsan.html https://www.cisco.com/c/en/us/td/docs/unifi

ed_computing/ucs/ucs-central/GUI-User-Guides/Storage-Mgmt/1-5/b_CiscoUCSCentral_Storage_Management_Guide_
1-5/b_CiscoUCSCentral_Storage_Management_Guide_1-5_chapter_011.pdf

QUESTION 4

An engineer must implement a new VRF that permits communication between all endpoint groups (EPGs) by default.
The new EPGs and bridge domains (BDs) that are created in the new VRF must not require additional configuration to
permit traffic between the newly created EPGs or BDs.

Which action accomplishes this goal?

A. Provide and consume a permit any contract on the VRF level

B. Create a VRF in the common tenant.

C. Place all EPGs in the preferred group.

D. Implement a global contract.

Correct Answer: A

https://sdncore.com/aci-contracts-
basics/#:~:text=0f%20this%20post.-,contract%20subject%20and%20scope,-The%20contract%20may

QUESTION 5

An engineer must use the Embedded Event Manager to monitor events that occur on a Cisco Nexus 9000 Series
Switch. An environment variable needs to be created so that several policies use the monitored events in their actions.
The external email server is represented by IP address 10.10.10.10. Which command sets the environment variable?
A. n9k2# event manager environment mailserver "10.10.10.10"

B. n9k2(config)# event manager environment mailserver "10.10.10.10"

C. n9k2(config-applet)# environment mailserver "10.10.10.10"

D. n9k2(config)# event manager policy environment mailserver "10.10.10.10"

Correct Answer: B
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To set an Embedded Event Manager (EEM) environment variable, use the event manager environment command in
global configuration mode. To disable an EEM environment variable, use the no form of this command.
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book/eem-cr-el.html
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