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QUESTION 1
What is the difference between process orchestration and automation?

A. Orchestration combines a set of automated tools, while automation is focused on the tools to automate process
flows.

B. Orchestration arranges the tasks, while automation arranges processes.
C. Orchestration minimizes redundancies, while automation decreases the time to recover from redundancies.

D. Automation optimizes the individual tasks to execute the process, while orchestration optimizes frequent and
repeatable processes.

Correct Answer: A

QUESTION 2

An organization had a breach due to a phishing attack. An engineer leads a team through the recovery phase of the
incident response process. Which action should be taken during this phase?

A. Host a discovery meeting and define configuration and policy updates

B. Update the IDS/IPS signatures and reimage the affected hosts

C. Identify the systems that have been affected and tools used to detect the attack
D. Identify the traffic with data capture using Wireshark and review email filters

Correct Answer: C

QUESTION 3

Employees receive an email from an executive within the organization that summarizes a recent security breach and
requests that employees verify their credentials through a provided link. Several employees report the email as
suspicious, and a security analyst is investigating the reports. Which two steps should the analyst take to begin this
investigation? (Choose two.)

A. Evaluate the intrusion detection system alerts to determine the threat source and attack surface.

B. Communicate with employees to determine who opened the link and isolate the affected assets.

C. Examine the firewall and HIPS configuration to identify the exploited vulnerabilities and apply recommended
mitigation.

D. Review the mail server and proxy logs to identify the impact of a potential breach.
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E. Check the email header to identify the sender and analyze the link in an isolated environment.

Correct Answer: CE

QUESTION 4

What is a benefit of key risk indicators?

A. clear perspective into the risk position of an organization
B. improved visibility on quantifiable information

C. improved mitigation techniques for unknown threats

D. clear procedures and processes for organizational risk
Correct Answer: C

Reference: https://www.metricstream.com/insights/Key-Risk-indicators-
ERM.htm#:~:text=Risk%20Management%20(ERM)-,0Overview,and%20mitigate%20them%20in%20time.

QUESTION 5
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Analysis Report

[n] 12cbesal1blead Filename fpzryrf.exe

os T7601.1898.amd64fre.winTsp1_ Magic Type PE32 exscutable (GUI) Intel BO28E, for MS Windows
gdr.150316-1554 Analyzed As  exe

Started 729016 184443 SHAZ56 £2ca08a3cc2fBea748a2e0b304c915a 1648300660546 Td3dd5927

Ended 7/29/16 18:50:29 belGfecdTda

Duration 0:05:56 SHA1 a2de858101d5eba29c5dasdd28ce034 7077 2ad

Sandbox phl-work-02 (pilot-d) MD5 ¢d07d7 7Bedf8d581ffaadb16102aa008

Warnings

@ Escutable Failed Integrity Check

Behavioral Indicators

& CTB Locker Detected Severity: 100 Confidence: 100
@ Generic Ransomware Detected Severity: 100 Confidence: 95
@ Excessive Suspicious Activity Detected Severity: 90 Confidence: 100
@ Process Modified a File in a System Directory Severity: 90 Confidence: 100
@ Large Amount of High Entropy Artifacts Written Severity: 100 Confidence: 80
@ Process Modified a File in the Program Files Directory Severity: 80 Confidence: 90
© Decoy Document Detected Severity: 70 Confidence: 100
@ Process Modified an Executable File Severily: 60 Conlidence: 100
@ Process Modified Filz in a User Directory Severity: 70 Confidence: 80
@ Windows Crash Tool Execution Detected Severity: 20 Confidence: 80
@ Hook Procedure Detzcted in Executablz Severity: 35 Confidence: 40
@ Ransomware Queried Domain Severity: 25 Confidence: 25
@ Executable Imported the IsDebuggerPresent Symbol Severity: 20 Confidence: 20

Refer to the exhibit. Cisco Advanced Malware Protection installed on an end-user desktop has automatically submitted
a low prevalence file to the Threat Grid analysis engine for further analysis. What should be concluded from this report?

A. The prioritized behavioral indicators of compromise do not justify the execution of the "ransomware" because the
scores do not indicate the likelihood of malicious ransomware.

B. The prioritized behavioral indicators of compromise do not justify the execution of the "ransomware" because the
scores are high and do not indicate the likelihood of malicious ransomware.

C. The prioritized behavioral indicators of compromise justify the execution of the "ransomware" because the scores are
high and indicate the likelihood that malicious ransomware has been detected.

D. The prioritized behavioral indicators of compromise justify the execution of the "ransomware" because the scores are
low and indicate the likelihood that malicious ransomware has been detected.

Correct Answer: C

Latest 350-201 Dumps | 350-201 PDF Dumps | 350-201 Study Guide 4/5


https://www.passapply.com/350-201.html
https://www.passapply.com/350-201.html
https://www.passapply.com/350-201.html

VCE & PDF https://www.passapply.com/350-201.html
2024 Latest passapply 350-201 PDF and VCE dumps Download
PassApply.com

Latest 350-201 Dumps 350-201 PDF Dumps 350-201 Study Guide

Latest 350-201 Dumps | 350-201 PDF Dumps | 350-201 Study Guide 5/5


https://www.passapply.com/350-201.html
https://www.passapply.com/350-201.html
https://www.passapply.com/350-201.html
http://www.tcpdf.org
https://www.passapply.com/350-201.html
https://www.passapply.com/350-201.html
https://www.passapply.com/350-201.html

