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QUESTION 1

Refer to the exhibit. Which asset has the highest risk value? 

A. servers 

B. website 

C. payment process 

D. secretary workstation 

Correct Answer: C 

 

QUESTION 2

DRAG DROP 

Drag and drop the function on the left onto the mechanism on the right. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 3
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Refer to the exhibit. An employee is a victim of a social engineering phone call and installs remote access software to
allow an "MS Support" technician to check his machine for malware. The employee becomes suspicious after the
remote technician requests payment in the form of gift cards. The employee has copies of multiple, unencrypted
database files, over 400 MB each, on his system and is worried that the scammer copied the files off but has no proof of
it. The remote technician was connected sometime between 2:00 pm and 3:00 pm over https. 

What should be determined regarding data loss between the employee\\'s laptop and the remote technician\\'s system? 

A. No database files were disclosed 

B. The database files were disclosed 

C. The database files integrity was violated 

D. The database files were intentionally corrupted, and encryption is possible 

Correct Answer: C 

 

 

QUESTION 4

A threat actor has crafted and sent a spear-phishing email with what appears to be a trustworthy link to the site of a
conference that an employee recently attended. The employee clicked the link and was redirected to a malicious site
through which the employee downloaded a PDF attachment infected with ransomware. The employee opened the
attachment, which exploited vulnerabilities on the desktop. The ransomware is now installed and is calling back to its
command and control server. 

Which security solution is needed at this stage to mitigate the attack? 

A. web security solution 

B. email security solution 

C. endpoint security solution 

D. network security solution 

Correct Answer: D 

 

 

QUESTION 5
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Refer to the exhibit. How are tokens authenticated when the REST API on a device is accessed from a REST API
client? 

A. The token is obtained by providing a password. The REST client requests access to a resource using the access
token. The REST API validates the access token and gives access to the resource. 

B. The token is obtained by providing a password. The REST API requests access to a resource using the access
token, validates the access token, and gives access to the resource. 

C. The token is obtained before providing a password. The REST API provides resource access, refreshes tokens, and
returns them to the REST client. The REST client requests access to a resource using the access token. 

D. The token is obtained before providing a password. The REST client provides access to a resource using the access
token. The REST API encrypts the access token and gives access to the resource. 

Correct Answer: D 
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