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QUESTION 1

A security architect in an automotive factory is working on the Cyber Security Management System and is implementing
procedures and creating policies to prevent attacks. Which standard must the architect apply? 

A. IEC62446 

B. IEC62443 

C. IEC62439-3 

D. IEC62439-2 

Correct Answer: B 

 

 

QUESTION 2

A security analyst receives an escalation regarding an unidentified connection on the Accounting A1 server within a
monitored zone. The analyst pulls the logs and discovers that a Powershell process and a WMI tool process were
started on the server after the connection was established and that a PE format file was created in the system directory. 

What is the next step the analyst should take? 

A. Isolate the server and perform forensic analysis of the file to determine the type and vector of a possible attack 

B. Identify the server owner through the CMDB and contact the owner to determine if these were planned and
identifiable activities 

C. Review the server backup and identify server content and data criticality to assess the intrusion risk 

D. Perform behavioral analysis of the processes on an isolated workstation and perform cleaning procedures if the file is
malicious 

Correct Answer: C 

 

 

QUESTION 3

DRAG DROP 

Drag and drop the type of attacks from the left onto the cyber kill chain stages at which the attacks are seen on the
right. 

Select and Place: 
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Correct Answer: 
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QUESTION 4

Refer to the exhibit. Cisco Advanced Malware Protection installed on an end-user desktop has automatically submitted
a low prevalence file to the Threat Grid analysis engine for further analysis. What should be concluded from this report? 

A. The prioritized behavioral indicators of compromise do not justify the execution of the "ransomware" because the
scores do not indicate the likelihood of malicious ransomware. 

B. The prioritized behavioral indicators of compromise do not justify the execution of the "ransomware" because the
scores are high and do not indicate the likelihood of malicious ransomware. 

C. The prioritized behavioral indicators of compromise justify the execution of the "ransomware" because the scores are
high and indicate the likelihood that malicious ransomware has been detected. 

D. The prioritized behavioral indicators of compromise justify the execution of the "ransomware" because the scores are
low and indicate the likelihood that malicious ransomware has been detected. 

Correct Answer: C 
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QUESTION 5

An engineer received multiple reports from users trying to access a company website and instead of landing on the
website, they are redirected to a malicious website that asks them to fill in sensitive personal data. Which type of attack
is occurring? 

A. Address Resolution Protocol poisoning 

B. session hijacking attack 

C. teardrop attack 

D. Domain Name System poisoning 

Correct Answer: D 
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