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QUESTION 1

Which three of these are true statements about TLS? (Choose three.) 

A. It can be used to secure SIP. 

B. It allows for client authentication via certificates. 

C. If a third-party (man-in-the-middle) observes the entire handshake between client and server, the third-party can
decrypt the encrypted data that passes between them. 

D. It is a secure protocol encapsulated within SSL. 

E. It is a more recent version of SSL. 

F. It cannot be used for HTTPS. 

Correct Answer: ABE 

 

QUESTION 2

Which two statements about the storm control implementation on the switch are true? (Choose two.) 

A. Traffic storm level is the percentage of total available bandwidth of the port. 

B. Traffic storm level is the rate at which layer 3 traffic is received on the port. 

C. Traffic storm control monitors only the broadcast traffic. 

D. Traffic storm control monitors the broadcast, multicast, and unicast traffic. 

E. Traffic storm level is the rate at which layer 2 traffic is received on the port. 

F. A Lower storm control level means more traffic is allowed to pass through. 

Correct Answer: AD 

 

QUESTION 3

Which three statements about VRF-Aware Firewall are true? (Choose three) 

A. It can run as more than one instance 

B. It enables service providers to implement firewall on PE devices. 

C. It can generate syslog message that are visible only to individual VPNs 

D. It can support VPN network with overlapping address range without NAT 

E. It supports both global and per-VRF commands and DoS parameters 
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F. It enables service providers to deploy firewall on customer device. 

Correct Answer: ABC 

 

QUESTION 4

Which two statements about SSL VPN smart tunnels on a Cisco IOS device are true? (Choose two.) 

A. They are incompatible with split tunneling. 

B. They do not support FTP. 

C. They are incompatible with MAPI proxy. 

D. They support private socket libraries. 

E. They can be started in more than one Web browser at the same time. 

Correct Answer: AC 

Restrictions for Cisco IOS SSL VPN Smart Tunnels Support Smart tunnels do not support split tunneling, Cisco Secure
Desktop, private socket libraries, and MAPI proxy. Smart tunnels must not be started in two different web browsers
simultaneously. Applications only with the winsock dll library such as Remote Desktop, VNCviewer, Outlook Express,
Outlook Web Access (OWA), Secure Shell (SSH) using Putty, Telnet, FTP, and others are supported. Reference:
http://www.cisco.com/c/en/us/td/docs/ios- xml/ios/sec_conn_sslvpn/configuration/15-mt/sec-conn-sslvpn-15-mt-
book/sec-conn- sslvpn-smart-tunnels- support.html 

 

QUESTION 5

What is the maximum number of hops from the device that generated the given output to its BGP neighbor at 4.4.4.4? 

Refer to the exhibit. 
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A. 3 

B. 252 

C. 5 

D. 255 

E. 2 

F. 254 

Correct Answer: A 

Explanation: same as example: 

https://supportforums.cisco.com/document/86776/securing-ebgp-sessions-ttl-security- feature 

the missing part from output is (so that is the answer) External BGP neighbor may be up to 3 hops away. 

command applied on that appliance is: 

neighbor 4.4.4.4 ttl-security hops 3 

This feature is configured using neighbor ttl-security hops BGP configuration command. The TTL value is calculated by
the router from the configured hop count i.e. TTL = 255 - (hop count). 

This feature has few limitations 

On enabling neighbor ttl-security feature, neighbor ebgp-multihop is not required. 
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The feature is only for EBGP and not IBGP. 

4.4.4.4 is originating BGP packets with a TTL of 255, and R expects the packets it receives from 4.4.4.4 to have at least
252 (as in BGP configuration of R has neighbor 4.4.4.4 ttl- security hops 3, so a TTL value 255-3=252). 

The BGP will establish and maintain the session only if the TTL value in the IP packet is equal to or greater than the
TTL value configured for the peer. 
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