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QUESTION 1

For which router configuration is the attack-drop.sdf file recommended?

A. Routers with less than 128 MB of memory.

B. Routers with less than 64 MB of memory.

C. Routers with at least 128 MB of memory.

D. Routers with at least 192 MB of memory.

E. Routers with at least 256 MB of memory.

Correct Answer: A

An SDF has definitions for each signature it contains. After signatures are loaded and complied onto a router running
Cisco 10S IPS, IPS can begin detecting the new signatures immediately. If the default, built-in signatures that are
shipped with the routers are not used, then one of three different types of SDFs can be selected for download, which are
pre-configured for routers with memory requirements: attack-drop.sdf file (which is a static file that has 83 signatures) is
used for routers with less than 128MB memory. 128MB.sdf (which has about 300 signatures) is used for routers with
128 MB or more memory. 256MB.sdf (which has about 500 signatures) is used for routers with 256 MB or more

memory. Reference: http://www.cisco.com/c/en/us/td/docs/ios- xml/ios/sec_data_ios_ips/configuration/12-4t/sec-data-
i0s-ips-12-4t-book/sec-cfg- ips.html#GUID-09308574- 4A31-4DBF820E-A3F03BC47512

QUESTION 2

What are two uses of an RSA algorithm? (Choose two.)
A. Data encryption

B. Digital signature verification

C. Shared key generation

D. Message hashing

Correct Answer: AB

QUESTION 3

Which two options correctly describe Remote Triggered Black Hole Filtering (RFC 5635)? (Choose two.)

A. RTBH destination based filtering can drop traffic destined to a host based on triggered entries in the FIB.

B. RTBH source based filtering will drop traffic from a source destined to a host based on triggered entries in the RIB
C. Loose uRPF must be used in conjunction with RTBH destination based filtering

D. Strict uRPF must be used in conjunction with RTBH source based filtering
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E. RTBH uses a discard route on the edge devices of the network and a route server to send triggered route updates

F. When setting the BGP community attribute in a route-map for RTBH use the no-export community unless BGP
confederations are used then use local-as to advertise to sub-as confederations

Correct Answer: AE

QUESTION 4

Which three configuration components are required to implement QoS policies on Cisco routers using MQC? (Choose
three.)

A. class-map

B. global-policy
C. policy-map
D. service-policy
E. inspect-map

Correct Answer: ACD

QUESTION 5

Which statement about DHCP snooping is true?

A. The dynamic ARP inspection feature must be enabled for DHCP snooping to work.

B. DHCP snooping is enabled on a per-VLAN basis.

C. DHCP snooping builds a binding database using information that is extracted from intercepted ARP requests.
D. DHCP snooping is enabled on a per-port basis.

E. DHCP snooping is does not rate-limit DHCP traffic from trusted ports.

Correct Answer: B
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