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QUESTION 1

Fred wants to create his web page using AJAX to make them dynamic and give them the ability to use and share data.
After an internal auditor examines the compliance of Fred\\'s page, he says that they cannot be used if external visitors
will be accessing the pages. 

Why would the auditor not let Fred publish the pages written with AJAX? 

A. Users with Java enabled will not be able to read pages 

B. Not supported in older browsers 

C. Users with XML enabled will not be able to read pages 

D. Not supported in newer browsers 

Correct Answer: B 

 

 

QUESTION 2

Harold is creating an Oracle Label Security Policy on his server. He has define the policy and defined the components
of the labels already. Now Harold creates the labels dynamically using the TO_DATA_LABEL function: 

INSERT INTO emp (ename, empnum, hr_label) 

VALUES (\\'FGRIFFIN\\', 10 to_data_label (\\'HR\\', \\'SENSITIVE\\')); 

Harold gets an error reffering to permission when he tries to run this function. What authority must Harold have to run
the TO_DATA_LABEL function? 

A. EXECUTE 

B. WRITE 

C. INSERT 

D. CREATE 

Correct Answer: C 

 

QUESTION 3

What vulnerability is the following code susceptible to? 

CREATE OR REPLACE PROCEDURE demo (name in VARCHAR2) as 

cursor_name INTEGER; 

rows_processed INTEGER; 
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sql VARCHAR2(150); 

code VARCHAR2(2); 

BEGIN 

... 

sql := \\'SELECT postal_code FROM states WHERE state_name = \\'\\'\\' 

|| \\'\\'\\'\\'; 

cursor_name := dbms_sql.open_cursor; 

DBMS_SQL.PARSE(cursor_name, sql, DBMS_SQL.NATIVE); 

DBMS_SQL.DEFINE_COLUMN(cursor_name, 1, code, 10); 

row_processed:= DMBS_SQL.EXECUTIVE(cursor_name); 

DBMS_SQL.CLOSE_CURSOR(cursor_name); 

A. SQL string manipulation 

B. DBMS_Open string attacks 

C. Oracle injection 

D. SQL injection 

Correct Answer: D 

 

QUESTION 4

What type of authentication is used in the following Pocket SOAP code? Dim Envelope 

Dim HTTP 

Set Envelope = CreateObject("PocketSOAP.Envelope.2") 

Set HTTP = CreateObject("PocketSOAP.HTTPTransport.2) 

Envelope.SetMethod "GetSome", "http://www.mysite.org/message/" 

Emvelope.Parameters.Create "SomeParameter", "SomeValue" 

HTTP.SOAPAction = "http://www.mysite.org/action/Service.GetSome" 

HTTP.Authentication "Username", "Password" 

HTTP.Send http://www.mysite.org/webservice.WDSL",Envelope.Serialize 

Envelope.Parse HTTP 

MsgBox "Result: " and Envelope.Parameters.Item(0).Value 
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A. Digest authentication 

B. SSL authentication 

C. Basic authentication 

D. Integrated authentication 

Correct Answer: C 

 

QUESTION 5

When dealing with IA32 (x86) systems, how are the inputted variables treated as they enter the memory stack? 

A. Cache for 30 seconds 

B. LIFO 

C. FIFO 

D. FCFS 

Correct Answer: B 
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