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QUESTION 1

What security package is implemented with the following code?
dwStatus = DsMakSpn

(

"ldap",

"MyServer.Mydomain.com",

NULL,

0,

NULL,

andpcSpnLength,

pszSpn

);

rpcStatus = RpcServerRegisterAuthinfo
(

psz

RPC_C_AUTHN_GSS NEGOTIATE,
NULL,

NULL

);

A. Diffie-Hellman encryption

B. Repurposing

C. SSPI

D. SMDT

Correct Answer: A

QUESTION 2
David is an applications developer working for Dewer and Sons law firm in Los Angeles David just completed a course

on writing secure code and was enlightened by all the intricacies of how code must be rewritten many times to ensure
its
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security. David decides to go through all the applications he has written and change them to be more secure. David
comes across the following snippet in one of his programs:

#include

int main(int argc, char **argv)

{

int number = 5;

printf(argv[1]);

putchar("\n\\');

printf("number (%p) is equal to %d\n",
andvalue, value);

}

What could David change, add, or delete to make this code more secure?
A. Change putchar("\n\\') to putchar("%s", "\n\\")
B. Change printf(argv[1]) to printf("%s", argv[1])
C. Change printf(argv[1]) to printf(constv [0])

D. Change int number = 5 to const number =

Correct Answer: B

QUESTION 3

Processes having the "CAP_NET_BIND_SERVICE" can listen on which ports?
A. Any TCP port over 1024

B. Any UDP port under 1024

C. Any TCP port under 1024

D. Any UDP port over 1024

Correct Answer: C

QUESTION 4

Neil is almost finished developing a Web-based inventorytracking application for a company he is working for under
contract. Neil finds out that the company wants to pay him half of what they had agreed upon so he is very angry. Neil

decides to insert the following code into his application.
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What is Neil trying to create here?
#include

#include

int main(int argc, char *argvl[])
{

char buffer[10];

if (argc

{

fprintf(stderr, "USAGE: %s
string\n", argv[0]);

return 1,

}

strepy(buffer, argv[1]);

return O;

}

A. UML malformed string

B. Format string bug

C. Buffer underflow

D. Buffer overflow

Correct Answer: D

QUESTION 5

Harold is developing software for the company he works for to aid in their human resources and payroll procedures.
Harold is almost done working on the program, currently working in the testing phase. Since Harold\\'s supervisors and
the company executives are going to consider this a mission critical program, they want it to be tested to the fullest.
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Harold decides to test the program using higher than normal simulated loads and requests.

What type of testing is Harold performing against his program?

A. Load test
B. Stress test

C. User acceptance test
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D. Load-pressure test

Correct Answer: B
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