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QUESTION 1

What would be the result of the following code? 

#include  

#include  

int main(int argc, char *argv[]) 

{ 

char *input=malloc(20); 

char *output=malloc(20); 

strcpy(output, "normal output"); 

strcpy(input, argv[1]); 

printf("input at %p: %s\n", input, input); 

printf("output at %p: %s\n", output, output); 

printf("\n\n%s\n", output); 

} 

A. Stack buffer overflow 

B. Heap overflow 

C. Query string manipulation 

D. Pointer Subterfuge 

Correct Answer: B 

 

QUESTION 2

What type of problem or error will result from the following statement? 

void f2b(void * arg, size_t len) 

{ 

char buffer[100]; 

long val = ...; 

long *ptr = ...; 

extern void (*f)(); 
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memcpy(buff, arg, len); 

*ptr = val; 

f(); 

return; 

} 

A. Pointer subterfuge 

B. Heap smashing 

C. Virtual pointer smashing 

D. Sign error 

Correct Answer: A 

 

QUESTION 3

After learning from an external auditor that his code was susceptible to attack, George decided to rewrite some of his
code to look like the following. 

What is George preventing by changing the code? 

public voif doContent(...) { 

... 

String s; 

if ((s = getUsernameByID("userid")) != null) { 

s = StringUtils.encodeToHTML(s, 50); 

response.write("
Applicant:" + s + 

""); 

} 

... 

} 

A. Query string manipulation 

B. XSS attack 

C. Cookie poisoning 

D. SQL injection 
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Correct Answer: B 

 

 

QUESTION 4

Devon is writing the following code to avoid what? 

 

Sub Application_BeginRequest(Sender as object, E as EventArgs) 

If (Request.Path.Indexof(chr(92)) >= 0 OR _ 

System.IO.Path.GetFullPath 

(Request.PhysicalPath) Request.PhysicalPath) 

then 

Throw New HttpException(404, "Not Found" 

End If 

End Sub 

 

A. Type safety 

B. GET source code path 

C. Parent path tampering 

D. Canonicalization 

Correct Answer: D 

 

QUESTION 5

Paul wants to capture audit information on PLSQL so he executes the following command: 

sqlplus "sys / as sysdba" 

Enter password: password123!!!! 

SQL> ALTER SYSTEM SET AUDIT_TRAIL = OS 

SCOPE=SPFILE; 

SQL> SHUTDOWN NORMAL; 

SQL> STARTUP; 
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What privileges has Paul logged on with? 

A. ADMIN 

B. Root 

C. SYSDBA 

D. SYS 

Correct Answer: C 
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