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QUESTION 1

Simon is going through some of Heather\\'s code and notices an issue. What issue did Simon find in the following
code? 

void f4(void * arg, size_t len) 

{ 

char *buff = new char[100]; 

C *ptr = new C; 

memcpy(buff, arg, len); 

ptr->vf(); 

return; 

} 

A. Function pointer clobbering 

B. Null-termination 

C. Data pointer modification 

D. Virtual pointer smashing 

Correct Answer: D 

 

QUESTION 2

Jayson is the head developer of a team working on an inventory tracking and maintenance program. Jayson and his
team are in the third phase of the software development life cycle, designing the program. In their current development
phase, what material would be considered the input for their program? 

A. Design document 

B. User acceptance document 

C. Specifications document 

D. Maintenance document 

Correct Answer: C 

 

QUESTION 3

Jay is using the EnTrial Key Generator software to create software keys for the programs he has created. To create the
unlock key in the software, what two inputs must Jay use? 
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A. Vector markup ID 

B. Personal ID 

C. GUID 

D. Generated code 

Correct Answer: BD 

 

QUESTION 4

Shayla is designing a web-based application that will pass data to and from a company extranet. This data is very
sensitive and must be protected at all costs. Shayla will use a digital certificate and a digital signature to protect the
data. The digital signature she has chosen to use is based on the difficulty in computing discrete logarithms. 

Which digital signature has she chosen? 

A. Rabin 

B. Diffie-Hellman 

C. SA-PSS 

D. ElGamal 

Correct Answer: D 

 

 

QUESTION 5

Jacob is the system administrator for his company, managing over 20 Linux-based servers. 

Jacob wants to ensure that his servers are secure so he decides to add the following line to the /etc/sysctl.conf file: 

net.ipv4.conf.all.rp_filter = 1 

What will this line accomplish? 

A. Prevent spoofing of incoming packets that appear to be from the computer\\'s defaultgateway 

B. Prevent spoofing of incoming packets that appear to be from local machine 

C. Allow incoming packets only from own subnet 

D. Allow outgoing packets only through primary network card 

Correct Answer: B 
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