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QUESTION 1

An organization suffered many major attacks and lost critical information, such as employee records, and financial
information. Therefore, the management decides to hire a threat analyst to extract the strategic threat intelligence that
provides high-level information regarding current cyber-security posture, threats, details on the financial impact of
various cyber-activities, and so on. 

Which of the following sources will help the analyst to collect the required intelligence? 

A. Active campaigns, attacks on other organizations, data feeds from external third parties 

B. OSINT, CTI vendors, ISAO/ISACs 

C. Campaign reports, malware, incident reports, attack group reports, human intelligence 

D. Human, social media, chat rooms 

Correct Answer: B 

 

QUESTION 2

Steve works as an analyst in a UK-based firm. He was asked to perform network monitoring to find any evidence of
compromise. During the network monitoring, he came to know that there are multiple logins from different locations in a
short time span. Moreover, he also observed certain irregular log in patterns from locations where the organization does
not have business relations. This resembles that somebody is trying to steal confidential information. 

Which of the following key indicators of compromise does this scenario present? 

A. Unusual outbound network traffic 

B. Unexpected patching of systems 

C. Unusual activity through privileged user account 

D. Geographical anomalies 

Correct Answer: C 

 

QUESTION 3

An analyst wants to disseminate the information effectively so that the consumers can acquire and benefit out of the
intelligence. 

Which of the following criteria must an analyst consider in order to make the intelligence concise, to the point, accurate,
and easily understandable and must consist of a right balance between tables, narrative, numbers, graphics, and
multimedia? 

A. The right time 

B. The right presentation 
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C. The right order 

D. The right content 

Correct Answer: B 

 

 

QUESTION 4

HandP, Inc. is a small-scale organization that has decided to outsource the network security monitoring due to lack of
resources in the organization. They are looking for the options where they can directly incorporate threat intelligence
into their existing network defense solutions. 

Which of the following is the most cost-effective methods the organization can employ? 

A. Recruit the right talent 

B. Look for an individual within the organization 

C. Recruit data management solution provider 

D. Recruit managed security service providers (MSSP) 

Correct Answer: D 

 

QUESTION 5

SecurityTech Inc. is developing a TI plan where it can drive more advantages in less funds. In the process of selecting a
TI platform, it wants to incorporate a feature that ranks elements such as intelligence sources, threat actors, attacks,
and digital assets of the organization, so that it can put in more funds toward the resources which are critical for the
organization\\'s security. 

Which of the following key features should SecurityTech Inc. consider in their TI plan for selecting the TI platform? 

A. Search 

B. Open 

C. Workflow 

D. Scoring 

Correct Answer: D 
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