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QUESTION 1

Mr. Bob, a threat analyst, is performing analysis of competing hypotheses (ACH). He has reached to a stage where he
is required to apply his analysis skills effectively to reject as many hypotheses and select the best hypotheses from the
identified bunch of hypotheses, and this is done with the help of listed evidence. Then, he prepares a matrix where all
the screened hypotheses are placed on the top, and the listed evidence for the hypotheses are placed at the bottom. 

What stage of ACH is Bob currently in? 

A. Diagnostics 

B. Evidence 

C. Inconsistency 

D. Refinement 

Correct Answer: A 

 

QUESTION 2

Cybersol Technologies initiated a cyber-threat intelligence program with a team of threat intelligence analysts. During
the process, the analysts started converting the raw data into useful information by applying various techniques, such as
machine-based techniques, and statistical methods. 

In which of the following phases of the threat intelligence lifecycle is the threat intelligence team currently working? 

A. Dissemination and integration 

B. Planning and direction 

C. Processing and exploitation 

D. Analysis and production 

Correct Answer: A 

 

QUESTION 3

Tracy works as a CISO in a large multinational company. She consumes threat intelligence to understand the changing
trends of cyber security. She requires intelligence to understand the current business trends and make appropriate
decisions regarding new technologies, security budget, improvement of processes, and staff. The intelligence helps her
in minimizing business risks and protecting the new technology and business initiatives. 

Identify the type of threat intelligence consumer is Tracy. 

A. Tactical users 

B. Strategic users 

C. Operational users 
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D. Technical users 

Correct Answer: B 

 

QUESTION 4

Tim is working as an analyst in an ABC organization. His organization had been facing many challenges in converting
the raw threat intelligence data into meaningful contextual information. After inspection, he found that it was due to noise
obtained from misrepresentation of data from huge data collections. Hence, it is important to clean the data before
performing data analysis using techniques such as data reduction. He needs to choose an appropriate threat
intelligence framework that automatically performs data collection, filtering, and analysis for his organization. 

Which of the following threat intelligence frameworks should he choose to perform such task? 

A. HighCharts 

B. SIGVERIF 

C. Threat grid 

D. TC complete 

Correct Answer: D 

 

QUESTION 5

A team of threat intelligence analysts is performing threat analysis on malware, and each of them has come up with their
own theory and evidence to support their theory on a given malware. Now, to identify the most consistent theory out of
all the theories, which of the following analytic processes must threat intelligence manager use? 

A. Threat modelling 

B. Application decomposition and analysis (ADA) 

C. Analysis of competing hypotheses (ACH) 

D. Automated technical analysis 

Correct Answer: C 
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