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QUESTION 1

John, a professional hacker, is trying to perform APT attack on the target organization network. He gains access to a
single system of a target organization and tries to obtain administrative login credentials to gain further access to the
systems in the network using various techniques. 

What phase of the advanced persistent threat lifecycle is John currently in? 

A. Initial intrusion 

B. Search and exfiltration 

C. Expansion 

D. Persistence 

Correct Answer: C 

 

QUESTION 2

Tyrion, a professional hacker, is targeting an organization to steal confidential information. He wants to perform website
footprinting to obtain the following information, which is hidden in the web page header. Connection status and content
type Accept-ranges and last-modified information X-powered-by information Web server in use and its version Which of
the following tools should the Tyrion use to view header content? 

A. Hydra 

B. AutoShun 

C. Vanguard enforcer 

D. Burp suite 

Correct Answer: D 

 

QUESTION 3

Alice, a threat intelligence analyst at HiTech Cyber Solutions, wants to gather information for identifying emerging
threats to the organization and implement essential techniques to prevent their systems and networks from such
attacks. Alice is searching for online sources to obtain information such as the method used to launch an attack, and
techniques and tools used to perform an attack and the procedures followed for covering the tracks after an attack. 

Which of the following online sources should Alice use to gather such information? 

A. Financial services 

B. Social network settings 

C. Hacking forums 

D. Job sites 
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Correct Answer: C 

 

QUESTION 4

An XYZ organization hired Mr. Andrews, a threat analyst. In order to identify the threats and mitigate the effect of such
threats, Mr. Andrews was asked to perform threat modeling. During the process of threat modeling, he collected
important information about the treat actor and characterized the analytic behavior of the adversary that includes
technological details, goals, and motives that can be useful in building a strong countermeasure. 

What stage of the threat modeling is Mr. Andrews currently in? 

A. System modeling 

B. Threat determination and identification 

C. Threat profiling and attribution 

D. Threat ranking 

Correct Answer: C 

 

QUESTION 5

ABC is a well-established cyber-security company in the United States. The organization implemented the automation of
tasks such as data enrichment and indicator aggregation. They also joined various communities to increase their
knowledge about the emerging threats. However, the security teams can only detect and prevent identified threats in a
reactive approach. 

Based on threat intelligence maturity model, identify the level of ABC to know the stage at which the organization stands
with its security and vulnerabilities. 

A. Level 2: increasing CTI capabilities 

B. Level 3: CTI program in place 

C. Level 1: preparing for CTI 

D. Level 0: vague where to start 

Correct Answer: A 
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