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QUESTION 1

An analyst wants to disseminate the information effectively so that the consumers can acquire and benefit out of the
intelligence. 

Which of the following criteria must an analyst consider in order to make the intelligence concise, to the point, accurate,
and easily understandable and must consist of a right balance between tables, narrative, numbers, graphics, and
multimedia? 

A. The right time 

B. The right presentation 

C. The right order 

D. The right content 

Correct Answer: B 

 

 

QUESTION 2

Which of the following types of threat attribution deals with the identification of the specific person, society, or a country
sponsoring a well-planned and executed intrusion or attack over its target? 

A. Nation-state attribution 

B. True attribution 

C. Campaign attribution 

D. Intrusion-set attribution 

Correct Answer: B 

 

QUESTION 3

Enrage Tech Company hired Enrique, a security analyst, for performing threat intelligence analysis. While performing
data collection process, he used a counterintelligence mechanism where a recursive DNS server is employed to
perform interserver DNS communication and when a request is generated from any name server to the recursive DNS
server, the recursive DNS servers log the responses that are received. Then it replicates the logged data and stores the
data in the central database. Using these logs, he analyzed the malicious attempts that took place over DNS
infrastructure. 

Which of the following cyber counterintelligence (CCI) gathering technique has Enrique used for data collection? 

A. Data collection through passive DNS monitoring 

B. Data collection through DNS interrogation 
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C. Data collection through DNS zone transfer 

D. Data collection through dynamic DNS (DDNS) 

Correct Answer: B 

 

QUESTION 4

Lizzy, an analyst, wants to recognize the level of risks to the organization so as to plan countermeasures against cyber
attacks. She used a threat modelling methodology where she performed the following stages: Stage 1: Build asset-
based threat profiles Stage 2: Identify infrastructure vulnerabilities Stage 3: Develop security strategy and plans Which
of the following threat modelling methodologies was used by Lizzy in the aforementioned scenario? 

A. TRIKE 

B. VAST 

C. OCTAVE 

D. DREAD 

Correct Answer: C 

 

QUESTION 5

Daniel is a professional hacker whose aim is to attack a system to steal data and money for profit. He performs hacking
to obtain confidential data such as social security numbers, personally identifiable information (PII) of an employee, and
credit card information. After obtaining confidential data, he further sells the information on the black market to make
money. 

Daniel comes under which of the following types of threat actor. 

A. Industrial spies 

B. State-sponsored hackers 

C. Insider threat 

D. Organized hackers 

Correct Answer: D 
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