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QUESTION 1

What mechanism in Windows prevents a user from accidentally executing a potentially malicious batch (.bat) or
PowerShell (.ps1) script? 

A. User Access Control (UAC) 

B. Data Execution Prevention (DEP) 

C. Address Space Layout Randomization (ASLR) 

D. Windows firewall 

Correct Answer: B Section: (none)

 

QUESTION 2

Which of the statements concerning proxy firewalls is correct? 

A. Proxy firewalls increase the speed and functionality of a network. 

B. Firewall proxy servers decentralize all activity for an application. 

C. Proxy firewalls block network packets from passing to and from a protected network. 

D. Computers establish a connection with a proxy firewall which initiates a new network connection for the client. 

Correct Answer: D Section: (none)

 

QUESTION 3

It has been reported to you that someone has caused an information spillage on their computer. You go to the
computer, disconnect it from the network, remove the keyboard and mouse, and power it down. What step in incident
handling did you just complete? 

A. Containment 

B. Eradication 

C. Recovery 

D. Discovery 

Correct Answer: A Section: (none)

 

QUESTION 4

What tool should you use when you need to analyze extracted metadata from files you collected when you were in the
initial stage of penetration test (information gathering)? 
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A. Armitage 

B. Dimitry 

C. Metagoofil 

D. cdpsnarf 

Correct Answer: C Section: (none)

 

QUESTION 5

The purpose of a __________ is to deny network access to local area networks and other information assets by
unauthorized wireless devices. 

A. Wireless Intrusion Prevention System 

B. Wireless Access Point 

C. Wireless Access Control List 

D. Wireless Analyzer 

Correct Answer: A Section: (none)

A wireless intrusion prevention system (WIPS) is a network device that monitors the radio spectrum for the presence of
unauthorized access points (intrusion detection), and can automatically take countermeasures (intrusion prevention). 

References: https://en.wikipedia.org/wiki/Wireless_intrusion_prevention_system 
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