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QUESTION 1
Which of the following Nmap commands will produce the following output?

Output: A. nmap -sN -Ps -T4 192.168.1.1

Starting Nmap €.47 (http://nmap.org ) at 2015-05-26 12:50 EDT
Nmap scan report for 192.168.1.1
Host is up (0.00042s latency).
Not shown: 65530 open|filtered ports, 65529 filtered ports
PORT STATE SERVICE

111/tcp open rpcbind

955/tcp open garcon

1017/tcp open unknown

1021/tcp open expl

1023/tcp open netvenuechat
2049/tcp open nfs

17501 /tcp open unkiown

111/udp open rpcbind

123/udp open ntp

137/udp open netbios-ns

2049/udp open nfs

5353/udp open zeroconf

17501/udp open|filtered unknown
51857/udp open|filterad unknown
54358/udp open|filtered unknown
56228/udp open|filtered unknown
57588 /udp open|filtered unknown
55488/udp open|filtered unknown
€0027/udp cpen|filtered unknown

B. nmap -sT -sX -Pn -p 1-65535 192.168.1.1
C. nmap -sS -Pn 192.168.1.1
D. nmap -sS -sU -Pn -p 1-65535 192.168.1.1

Correct Answer: D Section: (none)

QUESTION 2

A big company, who wanted to test their security infrastructure, wants to hire elite pen testers like you. During the

interview, they asked you to show sample reports from previous penetration tests. What should you do?

A. Share reports, after NDA is signed
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B. Share full reports, not redacted
C. Decline but, provide references
D. Share full reports with redactions

Correct Answer: C Section: (none)

QUESTION 3

One of the Forbes 500 companies has been subjected to a large scale attack. You are one of the shortlisted pen testers
that they may hire. During the interview with the CIO, he emphasized that he wants to totally eliminate all risks. What is
one of the first things you should do when hired?

A. Interview all employees in the company to rule out possible insider threats.

B. Establish attribution to suspected attackers.

C. Explain to the CIO that you cannot eliminate all risk, but you will be able to reduce risk to acceptable levels.

D. Start the Wireshark application to start sniffing network traffic.

Correct Answer: C Section: (none)

QUESTION 4

During a recent security assessment, you discover the organization has one Domain Name Server (DNS) in a
Demilitarized Zone (DMZ) and a second DNS server on the internal network.

What is this type of DNS configuration commonly called?

A. Split DNS

B. DNSSEC

C. DynDNS

D. DNS Scheme

Correct Answer: A Section: (none)

In a split DNS infrastructure, you create two zones for the same domain, one to be used by the internal network, the
other used by the external network. Split DNS directs internal hosts to an internal domain name server for name

resolution and external hosts are directed to an external domain name server for name resolution.

References: http://www.webopedia.com/TERM/S/split_DNS.html

QUESTION 5

The configuration allows a wired or wireless network interface controller to pass all traffic it receives to the central
processing unit (CPU), rather than passing only the frames that the controller is intended to receive.
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Which of the following is being described?

A. promiscuous mode

B. port forwarding

C. multi-cast mode

D. WEM

Correct Answer: A Section: (none)

Promiscuous mode refers to the special mode of Ethernet hardware, in particular network interface cards (NICs), that
allows a NIC to receive all traffic on the network, even if it is not addressed to this NIC. By default, a NIC ignores all
traffic that is not addressed to it, which is done by comparing the destination address of the Ethernet packet with the
hardware address (a.k.a. MAC) of the device. While this makes perfect sense for networking, non-promiscuous mode
makes it difficult to use network monitoring and analysis software for diagnosing connectivity issues or traffic

accounting.

References: https://www.tamos.com/htmlhelp/monitoring/
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