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QUESTION 1

Within the context of Computer Security, which of the following statements describes Social Engineering best? 

A. Social Engineering is the act of publicly disclosing information 

B. Social Engineering is the means put in place by human resource to perform time accounting 

C. Social Engineering is the act of getting needed information from a person rather than breaking into a system 

D. Social Engineering is a training program within sociology studies 

Correct Answer: C Section: (none)

 

QUESTION 2

Which of the following tools performs comprehensive tests against web servers, including dangerous files and CGIs? 

A. Nikto 

B. Snort 

C. John the Ripper 

D. Dsniff 

Correct Answer: A Section: (none)

Nikto is an Open Source (GPL) web server scanner which performs comprehensive tests against web servers for
multiple items, including over 6700 potentially dangerous files/CGIs, checks for outdated versions of over 1250 servers,
and version specific problems on over 270 servers. It also checks for server configuration items such as the presence of
multiple index files, HTTP server options, and will attempt to identify installed web servers and software. Scan items and
plugins are frequently updated and can be automatically updated. 

References: https://en.wikipedia.org/wiki/Nikto_Web_Scanner 

 

QUESTION 3

A recently hired network security associate at a local bank was given the responsibility to perform daily scans of the
internal network to look for unauthorized devices. The employee decides to write a script that will scan the network for
unauthorized devices every morning at 5:00 am. 

Which of the following programming languages would most likely be used? 

A. PHP 

B. C# 

C. Python 

D. ASP.NET 
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Correct Answer: C Section: (none)

 

QUESTION 4

What is correct about digital signatures? 

A. A digital signature cannot be moved from one signed document to another because it is the hash of the original
document encrypted with the private key of the signing party. 

B. Digital signatures may be used in different documents of the same type. 

C. A digital signature cannot be moved from one signed document to another because it is a plain hash of the document
content. 

D. Digital signatures are issued once for each user and can be used everywhere until they expire. 

Correct Answer: A Section: (none)

 

QUESTION 5

A large mobile telephony and data network operator has a data that houses network elements. These are essentially
large computers running on Linux. The perimeter of the data center is secured with firewalls and IPS systems. What is
the best security policy concerning this setup? 

A. Network elements must be hardened with user ids and strong passwords. Regular security tests and audits should be
performed. 

B. As long as the physical access to the network elements is restricted, there is no need for additional measures. 

C. There is no need for specific security measures on the network elements as long as firewalls and IPS systems exist. 

D. The operator knows that attacks and down time are inevitable and should have a backup site. 

Correct Answer: A Section: (none)
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