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QUESTION 1

LM hash is a compromised password hashing function. Which of the following parameters describe LM
Hash:?

| ?The maximum password length is 14 characters.

Il ?There are no distinctions between uppercase and lowercase.

Il ?1t\\'s a simple algorithm, so 10,000,000 hashes can be generated per second.

Al

B. I, I, and I
C.1

D.land Il

Correct Answer: B Section: (none)

QUESTION 2

Which tool allows analysts and pen testers to examine links between data using graphs and link analysis?

A. Maltego

B. Cain and Abel

C. Metasploit

D. Wireshark

Correct Answer: A Section: (none)

Maltego is proprietary software used for open-source intelligence and forensics, developed by Paterva. Maltego focuses
on providing a library of transforms for discovery of data from open sources, and visualizing that information in a graph

format, suitable for link analysis and data mining.

References: https://en.wikipedia.org/wiki/Maltego

QUESTION 3

A security analyst in an insurance company is assigned to test a new web application that will be used by clients to help
them choose and apply for an insurance plan. The analyst discovers that the application is developed in ASP scripting
language and it uses MSSQL as a database backend. The analyst locates the application\\'s search form and
introduces the following code in the search input field:
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IMG SRC=vbscript:msgbox("Vulnerable");> originalAttribute="SRC"
originalPath="vbscript:msgbox ("Vulnerable");>"

When the analyst submits the form, the browser returns a pop-up window that says "Vulnerable". Which web
applications vulnerability did the analyst discover?

A. Cross-site request forgery
B. Command injection

C. Cross-site scripting

D. SQL injection

Correct Answer: C Section: (hone)

QUESTION 4

Which of the following tools can be used to perform a zone transfer?
A. NSLookup

B. Finger

C. Dig

D. Sam Spade

E. Host

F. Netcat

G. Neotrace

Correct Answer: ACDE Section: (none)

QUESTION 5

Which of the following is the BEST approach to prevent Cross-site Scripting (XSS) flaws?
A. Use digital certificates to authenticate a server prior to sending data.

B. Verify access right before allowing access to protected information and Ul controls.

C. Verify access right before allowing access to protected information and Ul controls.

D. Validate and escape all information sent to a server.

Correct Answer: D Section: (none)
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