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QUESTION 1

Which of the following will perform an Xmas scan using NMAP?
A. nmap -sA 192.168.1.254

B. nmap -sP 192.168.1.254

C. nmap -sX 192.168.1.254

D. nmap -sV 192.168.1.254

Correct Answer: C Section: (none)

QUESTION 2

Company A and Company B have just merged and each has its own Public Key Infrastructure (PKI). What must the
Certificate Authorities (CAs) establish so that the private PKIs for Company A and Company B trust one another and
each private PKI can validate digital certificates from the other company?

A. Poly key exchange

B. Cross certification

C. Poly key reference D. Cross-site exchange

Correct Answer: B Section: (none)

QUESTION 3

Advanced encryption standard is an algorithm used for which of the following?
A. Data integrity

B. Key discovery

C. Bulk data encryption

D. Key recovery

Correct Answer: C Section: (none)

QUESTION 4

You just set up a security system in your network. In what kind of system would you find the following string of
characters used as a rule within its configuration?

alert tcp any any -> 192.168.100.0/24 21 (msg: "FTP on the network!";)
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A. An Intrusion Detection System

B. A firewall IPTable

C. A Router IPTable

D. FTP Server rule

Correct Answer: A Section: (none)

Snort is an open source network intrusion detection system (NIDS) for networks .
Snort rule example:

This example is a rule with a generator id of 1000001.

alert tcp any any -> any 80 (content:"BOB"; gid:1000001; sid:1; rev:1;)

References: http://manual-snort-org.s3-website-us-east-1.amazonaws.com/node31.html

QUESTION 5

A technician is resolving an issue where a computer is unable to connect to the Internet using a wireless access point.
The computer is able to transfer files locally to other machines, but cannot successfully reach the Internet. When the
technician examines the IP address and default gateway they are both on the 192.168.1.0/24. Which of the following

has occurred?

A. The gateway is not routing to a public IP address.

B. The computer is using an invalid IP address.

C. The gateway and the computer are not on the same network.
D. The computer is not using a private IP address.

Correct Answer: A Section: (none)
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