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QUESTION 1

In this attack, a victim receives an e-mail claiming from PayPal stating that their account has been disabled and
confirmation is required before activation. The attackers then scam to collect not one but two credit card numbers, ATM
PIN number and other personal details. Ignorant users usually fall prey to this scam. Which of the following statement is
incorrect related to this attack? 

A. Do not reply to email messages or popup ads asking for personal or financial information 

B. Do not trust telephone numbers in e-mails or popup ads 

C. Review credit card and bank account statements regularly 

D. Antivirus, anti-spyware, and firewall software can very easily detect these type of attacks 

E. Do not send credit card numbers, and personal or financial information via e-mail 

Correct Answer: D Section: (none)

 

QUESTION 2

It is a kind of malware (malicious software) that criminals install on your computer so they can lock it from a remote
location. This malware generates a pop-up window, webpage, or email warning from what looks like an official authority.
It explains that your computer has been locked because of possible illegal activities on it and demands payment before
you can access your files and programs again. 

Which of the following terms best matches the definition? 

A. Ransomware 

B. Adware 

C. Spyware 

D. Riskware 

Correct Answer: A Section: (none)

Ransomware is a type of malware that can be covertly installed on a computer without knowledge or intention of the
user that restricts access to the infected computer system in some way, and demands that the user pay a ransom to the
malware operators to remove the restriction. Some forms of ransomware systematically encrypt files on the system\\'s
hard drive, which become difficult or impossible to decrypt without paying the ransom for the encryption key, while some
may simply lock the system and display messages intended to coax the user into paying. Ransomware typically
propagates as a Trojan. 

References: https://en.wikipedia.org/wiki/Ransomware 

 

QUESTION 3

Which address translation scheme would allow a single public IP address to always correspond to a single machine on
an internal network, allowing "server publishing"? 
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A. Overloading Port Address Translation 

B. Dynamic Port Address Translation 

C. Dynamic Network Address Translation 

D. Static Network Address Translation 

Correct Answer: D Section: (none)

 

QUESTION 4

Bob received this text message on his mobile phone: ""Hello, this is Scott Smelby from the Yahoo Bank. Kindly contact
me for a vital transaction on: scottsmelby@yahoo.com"". Which statement below is true? 

A. This is probably a legitimate message as it comes from a respectable organization. 

B. Bob should write to scottsmelby@yahoo.com to verify the identity of Scott. 

C. This is a scam as everybody can get a @yahoo address, not the Yahoo customer service employees. 

D. This is a scam because Bob does not know Scott. 

Correct Answer: C Section: (none)

 

QUESTION 5

You are programming a buffer overflow exploit and you want to create a NOP sled of 200 bytes in the program exploit.c 

What is the hexadecimal value of NOP instruction? 

A. 0x60 

B. 0x80 

C. 0x70 

D. 0x90 

Correct Answer: D Section: (none)
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