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QUESTION 1

The purpose of a ____________ is to deny network access to local area networks and other information assets by
unauthorized wireless devices. 

A. Wireless Access Point 

B. Wireless Analyzer 

C. Wireless Access Control list 

D. Wireless Intrusion Prevention System 

Correct Answer: D 

 

QUESTION 2

_________ is a tool that can hide processes from the process list, can hide files, registry entries, and intercept
keystrokes. 

A. Trojan 

B. RootKit 

C. DoS tool 

D. Scanner 

E. Backdoor 

Correct Answer: B 

 

QUESTION 3

Scanning for services is an easy job for Bob as there are so many tools available from the Internet. In order for him to
check the vulnerability of XYZ, he went through a few scanners that are currently available. Here are the scanners that
he uses: 

1.

 Axent\\'s NetRecon (http://www.axent.com) 

2.

 SARA, by Advanced Research Organization (http://www-arc.com/sara) 

3.

 VLAD the Scanner, by Razor (http://razor.bindview.com/tools/) 

However, there are many other alternative ways to make sure that the services that have been scanned 
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will be more accurate and detailed for Bob. 

What would be the best method to accurately identify the services running on a victim host? 

A. Using Cheops-ng to identify the devices ofXYZ. 

B. Using the manual method of telnet to each of the open ports ofXYZ. 

C. Using a vulnerability scanner to try to probe each port to verify or figure out which service is running forXYZ. 

D. Using the default port and OS to make a best guess of what services are running on each port forXYZ. 

Correct Answer: B 

 

QUESTION 4

A hacker, who posed as a heating and air conditioning specialist, was able to install a sniffer program in a switched
environment network. 

Which attack could the hacker use to sniff all of the packets in the network? 

A. Fraggle 

B. MAC Flood 

C. Smurf 

D. Tear Drop 

Correct Answer: B 

 

QUESTION 5

Blane is a network security analyst for his company. From an outside IP, Blane performs an XMAS scan using Nmap.
Almost every port scanned does not illicit a response. 

What can he infer from this kind of response? 

A. These ports are open because they do not illicit a response. 

B. He can tell that these ports are in stealth mode. 

C. If a port does not respond to an XMAS scan using NMAP,that port is closed. 

D. The scan was not performed correctly using NMAP since all ports,no matter what their state,will illicit some sort of
response from an XMAS scan. 

Correct Answer: A 
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