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QUESTION 1

What is one thing a tester can do to ensure that the software is trusted and is not changing or tampering with critical
data on the back end of a system it is loaded on? 

A. Proper testing 

B. Secure coding principles 

C. Systems security and architecture review 

D. Analysis of interrupts within the software 

Correct Answer: D 

 

QUESTION 2

Which of the following is a low-tech way of gaining unauthorized access to systems? 

A. Sniffing 

B. Social engineering 

C. Scanning 

D. Eavesdropping 

Correct Answer: B 

 

QUESTION 3

Which of the following statements about a zone transfer correct?(Choose three.) 

A. A zone transfer is accomplished with the DNS 

B. A zone transfer is accomplished with the nslookup service 

C. A zone transfer passes all zone information that a DNS server maintains 

D. A zone transfer passes all zone information that a nslookup server maintains 

E. A zone transfer can be prevented by blocking all inbound TCP port 53 connections 

F. Zone transfers cannot occur on the Internet 

Correct Answer: ACE 

 

QUESTION 4
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You are performing information gathering for an important penetration test. You have found pdf, doc, and images in your
objective. You decide to extract metadata from these files and analyze it. 

What tool will help you with the task? 

A. Armitage 

B. Dimitry 

C. cdpsnarf 

D. Metagoofil 

Correct Answer: D 

 

QUESTION 5

NSLookup is a good tool to use to gain additional information about a target network. 

What does the following command accomplish? 

nslookup 

> server  

> set type =any 

> ls -d  

A. Enables DNS spoofing 

B. Loads bogus entries into the DNS table 

C. Verifies zone security 

D. Performs a zone transfer 

E. Resets the DNS cache 

Correct Answer: D 
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