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QUESTION 1

_________ is a tool that can hide processes from the process list, can hide files, registry entries, and intercept
keystrokes. 

A. Trojan 

B. RootKit 

C. DoS tool 

D. Scanner 

E. Backdoor 

Correct Answer: B 

 

QUESTION 2

Which of the following is a command line packet analyzer similar to GUI-based Wireshark? 

A. Jack the ripper 

B. nessus 

C. tcpdump 

D. ethereal 

Correct Answer: C 

 

QUESTION 3

Basically, there are two approaches to network intrusion detection: signature detection, and anomaly detection. The
signature detection approach utilizes well- known signatures for network traffic to identify potentially malicious traffic.
The anomaly detection approach utilizes a previous history of network traffic to search for patterns that are abnormal,
which would indicate an intrusion. 

How can an attacker disguise his buffer overflow attack signature such that there is a greater probability of his attack
going undetected by the IDS? 

A. He can use a shellcode that will perform a reverse telnet back to his machine 

B. He can use a dynamic return address to overwrite the correct value in the target machine computer memory 

C. He can chain NOOP instructions into a NOOP "sled" that advances the processor\\'s instruction pointer to a random
place of choice 

D. He can use polymorphic shell code-with a tool such as ADMmutate - to change the signature of his exploit as seen
by a network IDS 
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Correct Answer: D 

 

QUESTION 4

Company A and Company B have just merged and each has its own Public Key Infrastructure (PKI). 

What must the Certificate Authorities (CAs) establish so that the private PKIs for Company A and Company B trust one
another and each private PKI can validate digital certificates from the other company? 

A. Poly key exchange 

B. Cross certification 

C. Poly key reference 

D. Cross-site exchange 

Correct Answer: B 

 

QUESTION 5

Bill has successfully executed a buffer overflow against a Windows IIS web server. He has been able to spawn an
interactive shell and plans to deface the main web page. He first attempts to use the "Echo" command to simply
overwrite index.html and remains unsuccessful. He then attempts to delete the page and achieves no progress. Finally,
he tries to overwrite it with another page again in vain. 

What is the probable cause of Bill\\'s problem? 

A. The system is a honeypot. 

B. There is a problem with the shell and he needs to run the attack again. 

C. You cannot use a buffer overflow to deface a web page. 

D. The HTML file has permissions of ready only. 

Correct Answer: D 
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