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QUESTION 1

A company\\'s security states that all web browsers must automatically delete their HTTP browser cookies upon
terminating. What sort of security breach is this policy attempting to mitigate? 

A. Attempts by attackers to determine the user\\'s Web browser usage patterns, including when sites were visited and
for how long. 

B. Attempts by attackers to access passwords stored on the user\\'s computer without the user\\'s knowledge. 

C. Attempts by attackers to access Web sites that trust the Web browser user by stealing the user\\'s authentication
credentials. 

D. Attempts by attacks to access the user and password information stores in the company\\'s SQL database. 

Correct Answer: C 

 

QUESTION 2

You have compromised a server and successfully gained a root access. You want to pivot and pass traffic undetected
over the network and evade any possible Intrusion Detection System. 

What is the best approach? 

A. Install and use Telnet to encrypt all outgoing traffic from this server. 

B. Install Cryptcat and encrypt outgoing packets from this server 

C. Use Alternate Data Streams to hide the outgoing packets from this server. 

D. Use HTTP so that all traffic can be routed via a browser, thus evading the internal Intrusion Detection Systems. 

Correct Answer: A 

 

QUESTION 3

While scanning a network you observe that all of the web servers in the DMZ are responding to ACK packets on port
80. 

What can you infer from this observation? 

A. They are using Windows based web servers. 

B. They are using UNIX based web servers. 

C. They are not using an intrusion detection system. 

D. They are not using a stateful inspection firewall. 

Correct Answer: D 
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QUESTION 4

Your company performs penetration tests and security assessments for small and medium- sized business in the local
area. During a routine security assessment, you discover information that suggests your client is involved with human
trafficking. 

What should you do? 

A. Copy the data to removable media and keep it in case you need it. 

B. Ignore the data and continue the assessment until completed as agreed. 

C. Confront theclient on a respectful manner and ask her about the data. 

D. Immediately stop work and contact the proper legal authorities. 

Correct Answer: D 

 

QUESTION 5

Which of the following levels of algorithms does Public Key Infrastructure (PKI) use? 

A. RSA 1024 bit strength 

B. AES 1024 bit strength 

C. RSA 512 bit strength 

D. AES 512 bit strength 

Correct Answer: A 
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